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Chapter 1 - Introduction

1.1 Secusys Overview

SECUSYS is an access control manufacturer with its head office in Hong Kong and manufacturing in Shenzhen,
China. Its product range includes multiple series of access controllers, communication devices, integrated
security system software, card readers, credentials, DVR'’s, locks and accessories. This manual applies to the
SECUSYS C Series of access controllers, protocol converters, card reads and accessories. No other series are
covered in this manual.

1.2 C Series

The SECUSYS C Series of access controllers consists of two different ranges which are interchangeable if
required. The V3.5 hardware version range is based on an 8 bit microprocessor and is a low cost entry level
range consisting of 1, 2, 4 and 8 door fully intelligent controllers. The V4 hardware version is an advanced range
based on a 32 bit microprocessor also consisting of 1, 2, 4 and 8 door controllers. Both ranges can be used in a
standalone or networked configuration mode, and both ranges are compatible with the C Series Lift Controllers
and Multi 1O Controllers. Both ranges can be connected to a TCP/IP network if required.

Note that unlike previous hardware versions, the SECUSYS V3.5 controllers do not have any TCP/IP
components on board so the previously supplied plug in TCP/IP module as used with the SECUSYS V3 PCB's
cannot be used with the SECUSYS V3.5 PCB's. All the SECUSYS C Series access controllers come complete
with a SECUSYS Standard steel cabinet and a DC 12V 6A switched mode power supply with battery charging.
Controllers are also available as PCB’s only. All the hardware listed in this manual is compatible with the
SECUSYS 2000 Integrated Security Systems Software. For detailed information on the software refer to the
Software user manuals.

1.3 Model Identifiers

All SECUSYS C Series access controllers are easily identifiable by their model numbers as follows:
The 1st letter is always a “S” and stands for SECUSYS
The 2nd |etter is always a “C” and stands for C Series

The 31 (and 4t letter if there is one) varies depending upon the type of controller where “D” stands for
Door Controller, “L” for Lift or Elevator controller and “IO” for Input/Output Controller

The 1st number means the number of doors or in the case of a lift controller the number of floors for the
base unit (with no modules attached) or in the case of an input/output controller, the number of inputs.

The 2nd number means the number of readers that can be connected to this controller or in the case of
an input/output controller the number of outputs.

The “T” at the end of the model number signifies that the controller has an in built 100MHz TCP/IP port
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1.4 Models

The following 5 models are from the V3.5 Economical hardware range, have no inbuilt TCP/IP Port (although
can be connected to a TCP/IP network via a TCP/IP to RS-485 Protocol Convertor) and are based on an 8 bit
MICroprocessor:

SCD12, (SECSYS, C Series, Door Controller, 1 Door, 2 Readers) is an economical single door access
controller allowing for the connection of both In and Out card readers.

SCD22, (SECSYS, C Series, Door Controller, 2 Doors, 2 Readers) is an economical two door access
controller allowing for the connection of two In card readers with two REX buttons for exit. The SCD22
can also be software configured to a single door, dual reader configuration (SCD12).

SCD44, (SECSYS, C Series, Door Controller, 4 Doors, 4 Readers) is an economical four door access
controller allowing for the connection of four In card readers with four REX buttons for exit. The SCD44
can also be software configured to a dual door, dual reader configuration (2 x SCD12).

SCD48, (SECSYS, C Series, Door Controller, 4 Doors, 8 Readers) is an economical eight door access
controller allowing for the connection of four In card readers and four Out card readers.

SCD88, (SECSYS, C Series, Door Controller, 8 Doors, 8 Readers) is an economical eight door access
controller allowing for the connection of eight In card readers with eight REX buttons for exit.

The following 5 models are from the V4 Advanced hardware range; have an inbuilt 100MHz TCP/IP port and a
32 bit microprocessor

SCD12T, (SECSYS, C Series, Door Controller, 1 Door, 2 Readers, TCP/IP Enabled) is an advanced
single door access controller allowing for the connection of both In and Out card readers

SCD22T, (SECSYS, C Series, Door Controller, 2 Doors, 2 Readers, TCP/IP Enabled) is an advanced
two door access controller allowing for the connection of two In card readers with two REX buttons for
exit. The SCD22T can also be software configured to a single door, dual reader configuration (1 x
SCD12T)

SCD44T, (SECSYS, C Series, Door Controller, 4 Doors, 4 Readers, TCP/IP Enabled) is an advanced
four door access controller allowing for the connection of four In card readers with four REX buttons for
exit. The SCD44T can also be software configured to a dual door, dual reader configuration (2 x
SCD12T).

SCD48T, (SECSYS, C Series, Door Controller, 4 Doors, 8 Readers, TCP/IP Enabled) is an advanced
four door access controller allowing for the connection of four In card readers and four Out card readers

SCD88T, (SECSYS, C Series, Door Controller, 8 Doors, 8 Readers, TCP/IP Enabled) is an advanced
eight door access controller allowing for the connection of eight In card readers with eight REX buttons
for exit.
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The following are additional controllers that are compatible with both the V3.5 Economy and V4 Advanced range
of SECUSYS C Series access controllers and have an inbuilt 100MHz TCP/IP port.

SCIO168T, (SECSYS, C Series, Input Output Controller, 16 Inputs, 8 Outputs, TCP/IP Enabled) is an
advanced fully intelligent Ethernet enabled controller based on a 32 bit microprocessor.

SCL161T, (SECSYS, C Series Lift Controller, 16 Floors, 1 Reader, TCP/IP Enabled) is a fully intelligent
Ethernet enabled controller based on a 8 bit ARM microprocessor. The SCL161T can by itself control 16
floors with no additional hardware and can be expanded to up to 128 floors by the use of the SCL160
modules.

The SCL160 (SECSYS, C Series Lift module, 16 Floors, 0 Readers, is a plug in module that
increases the base 16 floors provided by the SCL161T controller by another 16 floors.
Connecting via a daisy chain ribbon cable, up to 7 SCL160 lift modules can attach to a
SCL161T controller. With each SCL160 lift module supporting 16 floors, a SCL161T lift
controller with 7 x SCL160 modules can support 128 floors. If only a single module is required
to give a total of 32 floors, then this module can be piggybacked on top of the SCL161T.
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Chapter 2 — Controller Structure and Specifications

2.1 General Features

The SECUSYS C Series access controllers are all fully intelligent and can be used in a standalone or networked
configuration. Programming is done via a PC however once programming has been completed the PC can be
removed if required and only connected when additional programming is required or the event buffer needs to
be uploaded to the PC.

The SECUSYS C Series access controllers come standard with a RS-232 port for direct connection to a PC
plus a RS-485 port for connection to a RS-485 line. Up to 127 controllers can be networked on a single RS-485
communication line giving a maximum of over 500 doors. The system supports up to 10 x RS485 individual
communication lines giving a theoretical maximum of over 5000 serial connected doors on a single system.

The V3.5 controllers can be connected to a TCP/IP Protocol Convertor via an RS-485 line. Using this method
up to 127 controllers can be connected to a single IP address.

The V4 controllers have an inbuilt 100MHz TCP/IP port for direct connection to a TCP/IP network and using this
method each controller has a unique TCP/IP address.

There is no theoretical limit to the number of TCP/IP controllers connected either directly or via a TCP/IP to RS-
485 Protocol Convertor. There is however a practical limit and that relates to the number of transactions per
second and the ability of the SQL database server and associated TCP/IP network to cope with the traffic.

The SECUSYS C Series access controllers support both directional and bidirectional doors.
2.2 Wiegand Protocol

The SECUSYS C Series of access controllers can support any Wiegand output device that gives an output of
between 24 and 72 bits.

2.3 Multi Format

Wiegand formats can be individually configured to allow for most common standard and proprietary card
formats. EM, MIFARE, all the HID Prox formats plus Indala formats can be accepted. Also multiple formats are
available for every reader on the system at any one time, not just available to single readers or controllers as in
some systems. Refer to the software manual for more information.

2.4 Cardholder Database

The SECUSYS C Series of access controllers support up to 30,000 cardholders and this is fixed. There is no
memory upgrade option available. Note that in some special cases where custom firmware is used and the
firmware is modified to suit particular requirements, this figure may be reduced.
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2.5 Event Buffer
The SCD12, 22, 44, 12T, 22T and 44T models store up to 15,000 events in off line mode
The SCDA48, 88, 48T and 88T models store up to 7000 events in off line mode

Note that in some special cases where custom firmware is used and the firmware is modified to suit particular
requirements, this figure may be reduced

2.6 Access Options

Supports multi programmable access methods: Card, Card + 4 digits PIN, Card Only mode (Max 1500 x 8 digit
PIN’s) Super 8 digits Master PIN, Multi-cards and Anti pass back.

2.7 Time Zones
Supports 15 Time Zones per door.
2.8 Multi-Door Status Schedule

Every door can be programmed to change its status at a specified date/time. There are several statuses of
doors that can be defined according to user requires such as: Normal (uses card to open the door), Always
Open, Always Closed and PIN required. Door Open Time can be programmed from 1 to 255 seconds.

2.9 Hardware Components

Memory 64K ROM, 512K SRAM

2.10  Self Monitoring

System self checks are supported

Data checksum protected

2.11  High Voltage Protection

All inputs and outputs are protected from high voltage.

5 years Lithium cell for maintaining memory and real time clock
Data is stored up to 90 days without power

2.12  Inputs & Outputs

Door Sensor Inputs: Normally Closed (N.C.), one per door

Exit Button Inputs: Normally Open (N.O.), one per door

Door Relay Outputs: NC/NO, one per door

Auxiliary Inputs & Outputs: Normally Closed (N.C.) or Normally Open (N.O.), varies as follows:

Model SCD12 3 inputs and 2 outputs

Page 9 of 111



S E C U SYS SECUSYS 2000 C Series Access Controllers

Hardware Manual Version 3.0.1 — 19t July 2011
SECURITY SYSTEMS

Model SCD22 4 inputs and 2 outputs
Model SCD44 2 inputs and 2 outputs
Model SCD48 4 inputs and 4 outputs
Model SCD88 0 inputs and 0 outputs
2.13  Communication
RS-232/RS-485 Baud rate: 19200/9600/4800 1,1,n
TCPIP: 100MHz
2.14  Dimensions
The following are the actual PCB sizes. Allow at least 20mm all round and 10mm on top for cables

V3.5 Hardware & V4 Hardware

SCD12 & SCD12T PCB: 174mm x 133mm x 22mm
SCD22 & SCD22T PCB: 174mm x 133mm x 22mm
SCD44 & SCD442T PCB: 174mm x 133mm x 22mm
SCD48 & SCD48T PCB: 184mm x 133mm x 22mm
SCD88 & SCD88T PCB: 184mm x 133mm x 22mm

Mild steel metal cabinet: 403mm high x 384mm wide x 72mm deep

Weight of PCB in cabinet with DC 12V 6A Power Supply = 4.7 Kg
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Chapter 3 — Controller Communication

This chapter covers the various communication protocols and methods. The Protocol Converters themselves
are covered in chapter 6.

3.1 Introduction

A standard Windows based PC using either Windows XP SP3, or Windows 7 as the operating system can be
used to run the SECUSYS 2000 software. This software connects to the controller to allow controller
programming and the uploading of review events. The controllers will run in off line mode if no PC is available
although the events will be overwritten when the event buffer is full, oldest event overwritten first.

There are 4 different methods of communication available to connect a PC running the SECUSYS 2000
software to the SECUSYS C Series of access controllers. Two of these use RS-232 serial data ports, the other
2 use TCP/IP. These 4 options are listed in detail in the following sections below.

In this manual RS-232 communication is sometimes referred to as Serial Communication or Serial Data
Communication, all these terms mean the same thing. RS-232 is a serial data communication protocol used
extensively for the connection of single devices. The standard data PIN connections for RS-232 from a PC to
any of the converters listed in Chapter 3 are below (figure 3-1-1)

PC COM Converter COM
Ceele %K X X&

O o](e]leXe) O O o ololo O Figure 3-1-1
61718 9 9 81716

Pin2(RxD) connect with Pin3(TxD)
H Pin3(TxD) connect with Pin2(RxD)
H Pin5(GND) connect with Pin5(GND)

3.2 Option 1 - PC RS-232 Serial Com Port to controller RS-232 port directly

The 1st option uses a RS-232 serial communication port (or a USB port) and allows the PC to communicate with
a single panel only. This is often used for technician programming and firmware upgrades and can be used
permanently providing the PC is within 15 meters (50 feet) of the panel. A free communication port is required

Note that most computers now do not have a true RS-232 Port and a USB to Serial adaptor is required to

provide serial data from a USB port. However be aware that although these devices are suitable for installer
testing, they are quite often unreliable and a true serial port card slotted into the motherboard is recommended
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for any installation
The following schematic diagram shows the connection between the PC and controller (figure 3-2-1).

B
PEINTER = || RS-232 = === Figure 3-2-1
al— s ’
o

i
i

3.3 Option 2 - RS-232 PC Serial Com Port via RS-232 to RS-485 converter

The 2nd option uses a RS-232 serial communication port and an external RS-232 to RS-485 converter. This
option is used where the PC is more than 15 meters from the controller or where more than one controller is
required. RS-232 serial data is used from the PC to the converter then RS-485 is used from the converter to
the controller(s).

There are two models of converter available that can be used.
3.3.1 Connection using PTC USB-232/485

The PTC USB-232/485 Protocol Converter is used to convert USB or RS-232
serial port data to RS-485. It enables 1 x USB or serial port to communicate with  »

127 controllers via RS-485. Note this device is suitable for testing only and e ,
e, ;
should not be used to replace an on board RS-232 Serial Card (figure 3-3-1-1) — cem
Figure 3-3-1-1

3.3.2 Connection Using PTC 232/485

The PTC 232-485 Protocol Converter is used to convert RS-232 serial port data / :

X

to RS-485. It enables 1 x serial port to communicate with up to 127 controllers e ,,:.' ,
via RS-485 (figure 3-3-2-1). b T |
cz'@
=
Figure 3-3-2-1
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Using these 2 methods a maximum of 127 controllers can be connected to a single RS-232 serial port. The
last controller can be located at a maximum distance of 1200 meters (4000 feet) from the converter. As with

Option 1, a free communication port is required.

The below diagram shows the PTC 232-485 Protocol Converter connecting the RS-232 output from a
computer serial port (or USB to serial adaptor) into RS-485 for connection to the controllers (figure 3-3-2). If
the PTC USB-232/485 Protocol Converter is used the only difference is that the input can be either USB or

RS-232.

[ ]
B || RS-237 Cl‘
PRINTER - RS-232 to RS485
( < . 5 5
o
e ) :
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3.4 Option 3 - TCP/IP to a TCP/IP enabled controller

The 34 communication option uses the onboard 100MHz TCP/IP port on the SECUSYS C Series V4 controller
to connect to a TCP/IP based network. The PC running the SECUSYS 2000 software is connected to the local
network (LAN) hub/switch which in turn is connected to the controller. This connection can be direct, ie off the
same hub/switch or indirect, through gateways, routers, WAN'’s or the Internet. This methods uses one IP
address per controller (figure 3-4-1).

Notes:
1. The V3.5 hardware does not have a TCP/IP port on board
2. The maximum distance for any TCP/IP LAN segment using standard UTP cable is 100m.

3. The plug in TCP/IP modules C2000 and C2100 previously used for the V3 hardware is not compatible
with the SECUSYS C Series controllers.

PRINTER

TCP/\P_SWITCH

e e e e e e e e = = =
(SR s | s f s | s s | s | s s s |

= ¢]

OO oD O3 o o e

] |
OONCCO00000 00 gooo
] O Cooo
[ — booo

8 C J

Figure 3-4-1
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3.5 Option 4 - TCP/IP to RS-485 Converter

The 4% communication option uses a SECUSYS PTC TCPIP-485 Protocol
Converter (figure 3-5-1) to convert TCP/IP data to RS-485. The PTC TCPIP-485
unit allows 1 x TCP/IP address to communicate with 127 controllers via RS-485.
The PC is connected to the local LAN as in option 3.4 however at the controller
end a TCP/IP to RS-485 converter is used. As with option 3.4 the controller can \ x{‘l{ 9
be located on the same LAN as the PC or at a different location provided that

there is a TCP/IP connection between the PC and the converter. This option

allows a PC to connect to up to 127 controllers over a maximum distance of 1200

meters using a single converter IP address (figure 3-5-2). Figure 3-5-1
e
TCRAP to RE485 | )
Convesfor
Tep/i Figure
RS-485 3-5.2
& - -Q

LT

i
0
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3.6 RS-485 Interface Notes

The following notes refer to the RS-485 Protocol used with the SECUSYS Hardware.

In RS-485 mode the SECUSYS C Series access controllers use the half-duplex RS-485 protocol. This protocol
has a maximum distance of 1200 meters (4000 feet) so the distance between the 1st and last device on a RS-
485 network can be no greater than 4000 ft without some sort of amplification. All controllers in the same RS-
485 line must be connected in a daisy chain or multi dropped configuration. (figure 3-6-1) The RS-485 cable
must not be connected at any points other than the controller(s) and the RS-485 interface. Do not connect any
RS-485 wires to the GND of the controller.

If a shielded cable is used then the shield must be connected to a strong ground or earth at a single point only
in order to avoid earth loops and data corruption. Where the RS-485 shielded cable connects to a controller the
shield between the IN cable and the OUT cable should be looped together but insulated from ground. Note that
if a RS-232 to RS-485 converter is being used to connect to a desktop PC then the RS-485 line could, but not
always, be earthed via the computer.

The last controller on a RS-485 LAN must be terminated using a 120 ohm termination resistor. (figure 3-6-1).
Note that the diagram shows an external termination resistor however a jumper inserted on the pins located
adjacent to the RS-232/485 terminal block on the controller inserts an internal termination resistor in the circuit.
Only one controller per RS-485 line needs to be terminated.

[120 ohm resistor

= O

RS-232 to RS485
:I Con \ 4
p p J p p p p
1 b b

OMMOOrO OO OOd ¢ s o

|
EDDDDDDDDDDDD@ EEE Boed
] oood
[ — ] Dood

)

L

Figure 3-6-1
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3.7 WAN/Internet Connection

Using TCP/IP communication in either option 3 or 4 in this chapter allows a controller to be connected to a PC
running the SECUSYS 2000 software over a WAN or the internet. The diagram below shows a complex system
where a number of TCP/IP enabled controllers plus a TCP/IP to RS-485 converter are connected via TCP/IP to
the PC (figure 3-7-1) For this configuration to work the PC running the software (or its internet address, ie the
gateway) must have a static IP address. All controllers require only a dynamic or DHCP allocated IP address.
Specialist IT support will be required if controllers are to be connected through gateways and routers as TCP/IP
port 8000 needs to be opened for incoming traffic and this port redirected to the PC running the SECUSYS
2000 software.

N\
N
)
— y J
= 7 i
PRINTER == 7/
( s GATEWAY/ROUTER / WAN or Internet 5 GATEWAY/ROUTER
- — o <\
== \
H /
- =l 7/

GATEWAY/ROUTER

eeeeeeeeeeee

e e )

TCR/IP to RS485
Convertor

RS—485

Figure 3-7-1
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Chapter 4 — Controller Wiring

41 General Features

This chapter covers the system wiring required to install and connect a SECUSYSS controller including the power
supply connection, communication connections, reader connections, lock connections, inputs/outputs and cable
specifications. Before installation of any SECUSYS controller, any data in the RAM should be cleared. Set
switch 8 on Dip Switch 1 to on, apply power, press the reset button, wait 5 seconds, de-power, return switch 8 to
off. Note that this does a COLD reset which clears all data from memory. This data cannot be recovered.

4.2 Wiegand Interface Wiring

In all hardware versions pervious to V3.5, the Wiegand card reader connection to the controller was made via a
RJ-45 connector. The primary reason for this was to lower the footprint size of the PCB’s. However with the
advent of many integrated processors the number of components on the V3.5 and V4 PCB's has been reduced
so there is now no requirement to save space by using RJ-45 connectors. So all V3.5 and V4 SECUSYS
controllers have the standard Green screw terminal connectors.

Due to its low cost, installers nowadays use Cat 5 or above UTP cable for connecting of the card readers to the
controller. UTP cable is normally sufficient unless the cable is being run long distances parallel to mains voltage
cables or is being run through an area where there is excessive electromagnetic interference in which case a
shielded cable should be used. Note that if a twisted pair cable is used the two Wiegand data lines should be in
the same pair to limit any interference. If a shielded cable is used then the shield can be earthed at the
controller only.

All the SECUSYS controllers use a 6 way removable Green screw connector that plugs into a corresponding
socket on the PCB. This makes board changes very quick. The PIN connections for this connector are from left
to right:

PIN No Function Suggested Colour
1 12VDC Red
2 Green LED Orange or blue )
3 Data 0 Green Figure 4.2.1
4 Data 1 White
5 Ground Black
6 Buzzer Yellow
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The following tables list the correct PIN connections for the most common type of Wiegand devices.

421 SECUSYS Readers

PIN No Function Suggested Colour Reader Colour
1 12VDC Red Red
2 Green LED Orange Orange
3 Data 0 Green Green
4 Data 1 White White
5 Ground Black Black
6 Buzzer Yellow Yellow
4.2.2 HID Readers
PIN No Function Suggested Colour Reader Colour
1 12VDC Red Red
2 Green LED Orange Orange
3 Data 0 Green Green
4 Data 1 White White
5 Ground Black Black
6 Buzzer Yellow Yellow

4.2.3 Chinese Readers

Figure 4.2.1.1

Figure 4.2.2.1

Some Chinese manufactured readers use the Blue wire for the Green LED instead of the orange.

PIN No Function Suggested Colour Reader Colour
1 12VDC Red Red
2 Green LED Blue Blue
3 Data 0 Green Green
4 Data 1 White White
5 Ground Black Black
6 Buzzer Yellow Yellow

Page 19 of 111

Figure 4.2.3.1



S E C U SYS SECUSYS 2000 C Series Access Controllers

Hardware Manual Version 3.0.1 — 19t July 2011

SECURITY SYSTEMS

4.3 Lock Wiring

Both PTO (power to open) and PTL (power to lock) locks can be used with the SECUSYS controllers. PTO
locks are also called Fail Secure and PTL locks Fail Safe. Back EMF protection is required to be used. If the
lock does not have an internal back EMF protective diode then an external one must be fitted. This is placed
across the lock power supply cables and prevents any dangerous back EMF voltages from damaging the
controller electronics. Installers should take a note of equipment connected and the current draw so as to not
overload the power supply. Figure 4-3-1 shows the connections for a standard 12V Power to Close lock while
figure 4-3-2 shows the connections for a standard 12V Power to Open lock.

NC
+12v POWER TO
RELAY COM 0 CLOSE LOCK
NO Figure
" 4-3-1
RELAY COM GND POWER
SUPPLY
+12V
NO
NC
+12v POWER
RELAY COM " SUPPLY
NO Figure
NC 4-3-2
B S
" +12V

4.4 RS-232/485/TCP Communication Wiring

All models support RS-232/RS-485 communication protocols plus TCP/IP for the V4 Hardware PCB’s. Note that
the controllers can only support a single communication interface at any one time. Refer to Chapter 3 for more
information on the Communication Protocols.
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45 Controller Wiring

A detailed wiring table appears on the next page listing the cable specifications for wiring connected to the
SECUSYS C Series Controllers. Below however is a schematic showing the major cable types used in access
control systems and their uses (figure 4-5-1). Connected to a controller there are normally 5 cables as follows:

Cable 1 - The card reader cable. This can be either 6 core, 3 or 4 pair UTP or twisted shielded depending upon
distance and electromagnetic interference.

Cable 2 - The input cable. This can be an 8, 10 or 12 core cable, 0.2 mm2 or 0.5 mm? connecting the various
inputs with the controller. These inputs could include the REX, door contact, auxiliary input, bond or tongue
sense inputs or a break glass monitoring input.

Cable 3 - This is the power cable that supplies the lock. The lock power must be kept in a separate cable from
the input cable as spikes created by electromagnetic locks can be induced into input cables if these are run in
the same cable. This cable is normally run to the emergency break glass unit then to the lock.

Cable 4 — The cable connecting the controller to another controller, converter or TCP/IP switch/hub.

Cable 5 - The 230V power supply cable to the controller fuse block.

Cable 1 — Wiegand Card Reader Cable
3 or 4 pair UTP or Twisted Shielded o
TRIMEC
- Lock

Reed
Cable 2 — Input Cable Status
REX, Door Monitoring, Bond Sense, 5
Tongue Sense, Break Glass
Monitor cable, Aux Input
8—12 core .5mm Security Cable e @
Lock
: Bond
- . : Sense
HﬁH Wg\ﬁocx i
® @
Lock
Power
12 vo\t, 7 amp hour EMERGENCY DOOR RELEASE| SU ‘
Rechargeable Battery PPY
BREAK GLASS
&
S Electromagnetic

Cable 4 — Communication Cable RS—232, 485 or TCP/\P
Cat 5 UTP for Ethernet, Cat 5 UTP or Twisted Shielded
for RS=232 or 485 Cable 3 — Lock Power cable

Cable 5 — 230v Mains Power — From lsolating Switch/Fuse 6 core .dmm or 1.5 mm 2 core

Clamp

Figure 4-5-1
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4.6 Cable Specifications

The table below lists the recommended cables for use with the SECUSYS C Series Controllers (figure 4-6-1)

Use

Wiring Location

Cable Specification

Cable 1
Wiegand Reader
Cable

From Wiegand reader to
controller

4 pair shielded twisted pair .24AWG (0.206mm) is
recommended (Belden 9841) however parallel core
security cable or Cat 5 UTP will work adequately in
areas of low electromagnetic interference.
Maximum distance 150m (500 feet)

Cable 2
Assorted Inputs

Door sensor, REX, break
glass monitoring, bond
sense, tongue sense,
auxiliary input

6, 8, 10 or 12 core 0.2 mm?2 or 0.5 mm? parallel
core security cable or standard Cat 5 UTP. Does
not normally need to be shielded unless in an area
of exceptionally high electromagnetic interference

Cable 3
Lock Power Cable

From controller and power
supply to locks via break
glass (if fitted)

This cable depends upon distance and lock current
draw. For small runs (up to 10-15m) a twin
0.75mm?2 cable is normally sufficient. For longer
runs a twin 1mm2 .a twin 1.5mm? or even a twin
2.5mmz2 cable could be required, not shielded.

Cable 4a From converters to 4 pair shielded twisted pair .24AWG (0.206mm) is
RS-485 Cable controllers and from recommended.(Belden 9841) The maximum range
controllers to controllers is 1200m (4000 ft) Cat 5 UTP will work adequately

in areas of low electromagnetic interference
however a shielded cable is recommended.

Cable 4b From converters/controllers | Cat 6 or above UTP. Maximum distance 100m

TCP/IP Cable to a TCP/IP hub/switch

Cable 5 From a switched 230 volt A single twin and earth 1.5mm? or similar

230v Power Supply power supply source to the | depending upon local regulations

Cable controller power supply

Controller Earth

From the Ground terminal of
the controller or power
supply to a valid earth

A single core Tmm2 or similar

Figure 4-6-1
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Chapter 5 - PCB Layouts & Connections

5.1 PCB Model Introduction

The SECUSYS C Series product range comprises the following models:
SCD12, (SECSYS, C Series, Door Controller, 1 Door, 2 Readers)
SCD22, (SECSYS, C Series, Door Controller, 2 Doors, 2 Readers)
SCD44, (SECSYS, C Series, Door Controller, 4 Doors, 4 Readers)
SCD48, (SECSYS, C Series, Door Controller, 4 Doors, 8 Readers)
SCD88, (SECSYS, C Series, Door Controller, 8 Doors, 8 Readers)
SCD12T, (SECSYS, C Series, Door Controller, 1 Door, 2 Readers, TCP/IP Enabled)
SCD22T, (SECSYS, C Series, Door Controller, 2 Doors, 2 Readers, TCP/IP Enabled)
SCD44T, (SECSYS, C Series, Door Controller, 4 Doors, 4 Readers, TCP/IP Enabled
SCDA48T, (SECSYS, C Series, Door Controller, 4 Doors, 8 Readers, TCP/IP Enabled
SCD88T, (SECSYS, C Series, Door Controller, 8 Doors, 8 Readers, TCP/IP Enabled
SCIO168T, (SECSYS, C Series, Input Output Controller, 16 Inputs, 8 Outputs, TCP/IP Enabled)
SCL161T, (SECSYS, C Series Lift Controller, 16 Floors, 1 Reader, TCP/IP Enabled)

SCL160 (SECSYS, C Series Lift module, 16 Floors, 0 Readers)

All models are fully intelligent in off line mode. The PCB layout for each of these models appears on the
following pages. Although the 4 and 8 door PCB’s are slightly larger than the 1 and 2 door PCB’s, the mounting
holes are all identical so the same standard SECUSYS cabinet fits all controller PCB’s without modification. All
PCB’s use the green plug in connectors for easy replacement of PCB'’s.

In the V3.5 boards, the SCD21, SCD22 and SCD 44 all use the SCD44 PCB.

In the V3.5 boards, the SCD48 and SCD88 both use the SCD88 PCB.

In the V4 boards, the SCD21T, SCD22T and SCD 44T all use the SCD44T PCB.
In the V4 boards, the SCD48T and SCD88T both use the SCD88T PCB.

The SCD22 and SCD22T configuration by default is 2 doors and 2 readers and the SCD44 and SCD44T
configuration by default is 4 doors and 4 readers. So by default these controllers are preprogrammed for reader
entry and REX button exit. However in both these cases the programming can be changed by the SECUSYS
software to reader entry and reader exit. The SCD22 and SCD22T can be reconfigured to provide one door with
both in and out readers (SCD12 and SCD12T). And the SCD44 and SCD44T can be reconfigured to provide
two doors with both in and out readers (2 x SCD12 and SCD12T).

Page 23 of 111



SECURITY SYSTEMS

5.2

SCD12 (V3.5 PCB)

SECUSYS 2000 C Series Access Controllers
Hardware Manual Version 3.0.1 — 19t July 2011

The SECUSYS Model SCD12 is a single door controller used with 2 readers, an IN and an OUT reader to give
bi-directional access control (figure 5-2-1)
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53  SCD22 (V3.5PCB)

The SECUSYS Model SCD22 is a dual door controller that by default uses 2 readers for entry with REX buttons
for exit, but can be software configured to provide an IN and an OUT reader to give bi-directional access control
(figure 5-3-1)
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The SECUSYS Model SCD44 is a 4 door controller that by default uses 4 readers for entry with REX buttons for
exit, but can be software configured to provide 2 sets of IN and an OUT readers to give 2 doors bi-directional
access control (2 x SCD12) (figure 5-4-1)
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55  SCD48 (V3.5PCB)
The SECUSYS Model SCD48 is a four door controller that has 4 readers for entry with 4 readers for exit. (figure

5-5-1)
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56  SCD88 (V3.5PCB)

The SECUSYS Model SCD88 is an eight door controller that has 8 readers for entry with REX buttons for exit.
(figure 5-6-1)
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The SECUSYS Model SCD12T is a single door controller (TCP/IP enabled) used with 2 readers, an IN and an
OUT reader to give bi-directional access control (figure 5-7-1)
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58  SCD22T (V4 PCB)

The SECUSYS Model SCD22T is a dual door controller (TCP/IP enabled) that by default uses 2 readers for
entry with REX buttons for exit, but can be software configured to provide an IN and an OUT reader to give bi-
directional access control (figure 5-8-1)
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59  SCD44T (V4 PCB)

The SECUSYS Model SCD44T is a 4 door controller (TCP/IP enabled) that by default uses 4 readers for entry
with REX buttons for exit, but can be software configured to provide 2 sets of IN and an OUT readers to give 2
doors bi-directional access control (2 x SCD12T) (figure 5-9-1)

PCH MOSCDIETAZ2TA44T

PIT

WIEGAHD —Le DIF 5% 1 — RS—485 ADDRESS & RESET LOCK 1

CARD Lo OUTEUT

REALER |

[KFUTS

DooR 1 [ LOCK &
OUTPUT

WIEGAND [—ie LOCK 3

CARD | g SECUSYS C SERIES, V4 PCB ouTPLT

e [ MODEL SCD44T, 4 DOOR, 4 READER

DOoOR 2 | DEFAULT CONFIGURATION SHOWN Laock 4

WIEGANT [—ie AL L

CARD | 4 OUTPLT

READER | RESET SWITCH

INPUTS USED TN CONJUMETION

DOOR 3 [~ WITH SW & OW TIP W 1 A o

Peset OUTRLT

WIEGAND [—ix [::[

CARD P sW 2

READER :: TCPAIP SETTINGS Eii IREEE :E;tl]

[NUTS i [NPUTS

pooe 4 [
REX 2
pooe 2
[NPUTS
REX 3
poo= 3
INFUTS
REX 4
Doo= 4

?:;JE INFUTS

E RS-485 EOL

e _ags [l TERMNATIR

i AL
NPUTS

RE-232

INFUT

b 1ev —— &
NUT o] gIlE!

Figure 5-9-1
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510 SCD48T (V4 PCB)
The SECUSYS Model SCD48T is a four door controller (TCP/IP enabled) that has 4 readers for entry with 4

readers for exit. (figure 5-10-1)
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511 SCD8S8T (V4 PCB)

The SECUSYS Model SCD88T is an eight door controller (TCP/IP enabled) that has 8 readers for entry with
REX buttons for exit. (figure 5-11-1)
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5.12  SCL161T Lift Controller

The SCL161T is a 16 Floor, 1 reader TCP/IP enabled controller compatible with both the V3.5 Economy and V4
Advanced range of SECUSYS C Series access controllers. The SCL161T can by itself control 16 floors with no
additional hardware. When used with the SCL160 modules, the SCL161T controller can control access to up to
128 floors
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The SCL160 is a plug in module that increases the base 16 floors provided by the SCL161T controller by
another 16 floors. Connecting via a daisy chain ribbon cable, up to 7 SCL160 lift modules can attach to a
SCL161T controller. With each SCL160 lift module supporting 16 floors, a SCL161T lift controller with 7 x
SCL160 modules can support 128 floors. If only a single module is required to give a total of 32 floors, then this
module can be piggybacked on top of the SCL161T.
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5.14

The SCIO168T is a 16 Input and 8 Output TCP/IP enabled controller compatible with both the V3.5 Economy

SCIO168T Input/Output Controller

SECUSYS 2000 C Series Access Controllers
Hardware Manual Version 3.0.1 — 19t July 2011

and V4 Advanced range of SECUSYS C Series access controllers.
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5.15 Controller Dipswitches

Both the V3.5 and V4 controllers have Dip Switches for the controller configuration. The V3.5 hardware PCB’s
have a single 8 way switch while the V4 hardware PCB'’s have 2 x 8 way dip switches.

5.15.1 Dip Switch 1

S1 or Dip Switch 1 is a blue 8 way Dip Switch located at the top of the PCB in the centre. This switch is identical
on both the V3.5 and V4 hardware. This switch is used for two functions, the controllers RS-485 address and for
setting the initialization. When using RS-485 each controller must have its own ID selected by DIP Switches S1-
S7. A“0” address is invalid. The 1st 7 switches of Dip Switch 1 are used for setting the RS-485 ID address using
Binary. When the switch is ON this means a 1, when it is OFF it means a 0. The 1st position is a 1, the 2nd a 2,
the 3rd a 4, the 4th a 8, the 5th a 16, the 6th a 32 and the 7th a 64. So if all these 7 switches are on it means an
address of: 1 + 2+ 4+ 8+ 16+ 32+ 64 = 127. So the largest address is "111111" in Binary which is 127 in decimal
(figures 3-8-1-1 & 3-8-1-2) (figures 3-10-1-1 & 3-10-1-2)

B

I e 4 l6 32 64 RESET

Switches 1 to 7 = RS-485 address, Sw 8 = Cold/Hot Reset

o> 1 2 3 4 5 6 7 8
1 ON Status | Reset
DIP 5 o .
. ON | COLD Figure 5-15-1-2
Switch 1 3 | on | on g
(RS-485) |- OFF | HOT
127 | ON ON | ON ON ON | ON ON

Note: You must have a RS-485 address of at least 1

Switch 8 of DIP Switch 1 is used when resetting the controller and selects either a “COLD" or a “HOT” reset. A
‘HOT” reset (switch 8 off) restarts the program, a “COLD” reset (switch 8 on) clears all memory and restarts the
program (figure 5-15-1-2).
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5.15.2 Dip Switch 2

S2 or Dip Switch 2 is the 2nd dip switch on the controllers and this is located on the bottom half of the PCB. The
V3.5 hardware has no switch because it cannot be connected directly to a TCP/IP network. The V4 hardware
has a blue 8 way switch. S2 is used to control the TCP/IP communication settings and the diagram below
shows the dip switch settings for normal use.(figure 5-15-2-1).

"

The functions for Dip Switch 2 are detailed below (figure 5-15-2-1)

Switch | State Function Description Details
DIP 1 OFF Write Protect Parameters including Password, IP, Host IP cannot be changed.
ON Configurable, Writeable All parameters can be changed.
OFF Normal
When the IP address of the controller is not known, switch DIP2
DIP2- 1 gy | Force the IP of the converter to | 4" “ryo' b aqdress will default to 10.0.0.10, and the user
the default IP of 10.1.1.10 )
name & password will default to system & system
DIP 3 OFF ARM_JTAG Update Firmware only
ON Normal Normally ON.
OFF Should be OFF
DIP 4 ON
OFF Should be OFF
DIP 5 ON
OFF Should be OFF
DIP 6 ON
OFF Should be OFF
DIP 7 ON
DIP 8 OFF Disable WDT (Watchdog)
ON Enable WDT Normal

Figure 5-15-2-2

The Lift Controller and the Input/Output Controller have a 2 and 4 position dip switch for the TCP/IP instead of
the 8 position switches on the V3.5 and above door controllers. However the 1st 2 positions on the respective
dip switches are the same as the diagram above (figure 5-15-2-2).
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516  Controller Jumpers

Both the V3.5 and V4 controllers have Jumpers for the controller configuration, refer the diagrams in Chapter 5
for the exact locations.

5.16.1 EOL Terminator Jumper

At the bottom left of both the V3.5 and V4 PCB's next to the white RS-485 connectors is a jumper market “EOL.”
This jumper inserts a 120 ohm resistor across the RS-485 line and should only be applied if the controller is at
the end of the RS-485 line.

5.16.2 Work Mode Jumper

At the centre left of the V3.5 PCB'’s is a Reset Switch. Adjacent to the Reset Switch is a jumper marked “Work
Mode” which switches the controller between a RS-485 mode and a TCP/IP mode. On the V3.5 boards this
jumper should always be off as there is no TCP/IP work mode on the V3.5 hardware. This jumper is not present
on the V4 boards.

Page 39 of 111



S E C U SYS SECUSYS 2000 C Series Access Controllers

Hardware Manual Version 3.0.1 — 19t July 2011
SECURITY SYSTEMS

Chapter 6 - V4 PCB’s

6.1 Overview

The SECUSYS V4 controllers are an advanced 32 bit controller and offer many features over the economical
V3.5 series. One advantage is that they have a true 100MBit on board Ethernet port and as such can be directly
connected to a TCP/IP network without the need for an additional protocol convertor. This also means that they
can be configured by using a standard internet browser.

6.2 Ethernet Interface

The Ethernet Interface uses a standard RJ45 socket with 2 x built in LED’s (figure 9-2-1). The controller uses an
auto sensing TCP/IP interface so the cable between the controller and the PC or Switch HUB can be a
crossover or straight through cable.

TCP/IP

Figure 6-2-1

Data LED

Ethernet
Connection
LED

Ethernet LED:  When the cable is connected between the controller and a Switch HUB or PC, the Ethernet ID
will be lit.

Data LED: When the cable is connected between the controller and a Switch HUB or PC and data is
being transferred, the Data LED will flash.
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6.3  Connecting via a Browser

Before connecting to a controller via a browser there are several things that need to be known:
The IP address. The default IP address when shipped from the factory is 192.168.1.100.
The PC and controller are connected to the same TCP/IP subnet, ie the PC’s IP address is 192.168.1.2
or similar
The controller is powered up.

Open an Internet browser and type the current IP address of the V4 controller. http://192.168.1.100. The
following image will appear (figure 6-3-1). Logon with SECUSYS as the user name and secusys as the
password and if the login is successful the Status & Configuration screen will appear (figure 6-3-2)

Panel
SECUSYS
Please enter your username and password to view or change the parameters
SECUSYS GROUP i Copyright © 2010 SecuSys Group. All rights reserved.
Figure 6-3-1

There are 4 navigation menus on the left hand side of the screen. These are:

“HOME™: Homepage.
“Port0 Settings™: Serial COM Port Parameters.
“Network Settings™: Network Parameters.
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SECUSYS

Panel

Status & Configuration

Current port settings:

Baud Rate:
Data Size:
Parity:
Stop Bits:

Flow Control:

Local Telnet Port:
Remote Telnet Port:
Work Mode:

Host Server IP:
Telnet Timeout:

hiome YHS SECUSYS SCD12T Controller
Port 0 [EINUEIERREV LN Ver 40.09

Settings TYRETEN 192 168.100.201

Network W PNXORLG G RS 00-10-f0-00-22-ab

Settings

Figure 6-3-2

Port 0 Parameters

9600 bits/second
8 bits/character
None
1 bit(s)
None
8000
8000
Client
192.168.100.2
0 Seconds

Copyright © 2010 SecuSys Group. All rights reserved.

Status & Configuration

SECUSYS GROUP g

Name:

Firmware Revision:
IP Address:

MAC Address:

Current Port Settings
Baud Rate:

Data Size:

Parity:

Stop Bits:
Flow Control:

Local Telnet Port:
Remote Telnet Port:
Work Mode:

Server IP:

Telnet Timeout:

Controller name, eg SECUSYS SCD12T Controller;

SCD12T firmware version.

The current SCD12T IP address, ie 192.168.1.100 (default value).
Every Ethernet based controller has a unique fixed Mac Address.

Default value is 9600bps

Data Length, default value is 8 bits

Odd/Even Parity, default is None.

Default is 1 bit

Default is None.

The Local Port of the SCD12T, default value is 8000
The Host Port, default value is 8000

TCP/IP or Client, default is Client.

Host IP (default is 192.168.1.11).

Default is 0.
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Click “Port0 Settings” (figure 6-3-2) to open the Port ) settings screen (figure 6-3-3)

EEUL N REVER 9600 bits/second 9600 - bits/Sec
BE\:RETRER § bits/character 8 - bits/character
2= 11VA None None -

Stop Bits: RYIE)] 1 ~ bit(s)

Flow Control: {leyis None -
Local Telnet Port: giu 3000
Remote Telnet Port: {804 8000

Work Mode: [®]Thd Client ~

Applv Changes

0 SECUSYS itclia
Port 0 Settings B
tome \El= SECUSYS SCD12T Controller
Port0 [FUEIEEETSGL Ver 40.09
Settings 3 192.166.100.201
Network UG 00-10-f0-00-22-ab
Settings
Settings:
The current settings for Port 0 may be changed using the form below.
Curent ______________|Updated

RS RSTNVETRIEY 192.168.100.2 192 188 100

M= aNE O seconds 0 seconds (0 for no timeout)

SECUSYS GROUP .
Figure 6-3-3

Port 0 Setting (Serial COM Port):

Copyright © 2010 SecuSys Group. All rights reserved.

Baud Rate: Default value is 9600bps

Data Size: Data Length, default value is 8 bits
Parity: Odd/Even Parity, default is None.
Stop Bits: Default is 1bit

Flow Control: Default is None.

Local Telnet Port:

Remote Telnet Port:

Work Mode:
Host Server IP:
Telnet Timeout:

“Apply Changes”:

The local Port of 7-4-8T, default value is 8000

The Host Port, default value is 8000

Work Mode, TCP/IP or Client, default is Client.

The Host Server IP address (the PC running the SECUSYS software).
0 seconds is default (No timeout).

Click on the Apply Changes button to apply all changes.
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Click “Network Settings” (figure 6-3-2) to open the Network settings screen (figure 6-3-4)

SECUSYS|

SECUSYS

SCD12T Pane

Home

Port 0
Settings

Network
Settings

Miscellaneous Settings

SECUSYS SCD12T Controller

Firmware Revi Ver 40.09
192.168.100.201
TG G e 00-10-f0-00-22-ab

IP Address Selection

Address Type: | Static IP -

Static IP Address: |[EZRNCIRAECINELD

SubnetMask; .255 285 O

Default Gateway: |0 .0 .0 .0

| Update Settings

Username and Password

Old Password: ‘

New User Name: ‘

New Password: ‘

Confirm Password: ‘

Change Password

General Configuration Settings

Module Name: ‘ SECUSYS SCD12T Controller

UPnP port number: ‘8911

| Update Settings

Restore Factory Defaults

Restore all options to their factory default states:

Restore Defaults ‘

SECUSYS GROUP i

Figure 6-3-4

IP Address Selection

Address Type:

Static |P address:

Subnet Mask:

Copyright © 2010 SecuSys Group. All rights reserved

“DHCP/Auto IP”: Dynamic IP, The controller will get an IP address automatically by
the DHCP service of the router. This mode of operation is not recommended.

“Static IP”: Fixed IP.
The IP Address of the controller, 192.168.100.201
For example: 255.255.255.0;
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Default Gateway: Gateway of this subnet, eg 192.168.100.1.
“‘Update Settings”: After any details have been changed, click “Update Settings” to save the configuration.

User Name and Password

User Name: The current user name for logging onto the controller using a browser
Old Password: The current password

New User Name: The new user name for logging onto the controller using a browser
New Password: The new password

Confirm Password: The new password again

‘Change Password”.  After the details have been changed, click “Change Password” to save the changes.

General Configuration Settings

Module Name: The controller name, this can be modified by the user.
UPnP Port number: Default value is 6911
“‘Update Settings”: After any details have been changed, click “Update Settings” to save the configuration.

Restore Factory Defaults “Click the “Restore Defaults” button to default the controller.

If the IP address of the controller is not known or the default IP address of 192.168.1.100 has been change, or,
the password is not known then follow the steps below: Prior to installation please ensure that if there are
multiple TCP/IP enabled controllers on the same network they have different IP addresses.

6.4  Setting a New IP Address

If the password and the IP address of the controller is known, proceed with the previous section. If the
Password and/or IP address is not known then proceed with the following:

1. Take a note of the controller dip switch settings for S2, then move DIP1 and DIP2 of S2 to ON, with
DIP3 and DIP4 OFF. Repower to read the new settings

2. Setup the IP address of the PC to 10.1.1.X, with X being any number from 1 to 254 except 10. Make a
note of the current IP address settings before changing these.

3. Open the Windows Browser, and type http://10.1.1.10, the following image will appear (figure 6-4-1)
Note the highlighted IP address.

4. Log on using the original default login of system for the user name and system for the password

5. Click “Network Settings”, and enter a new user name and password. Use system and system as the old
user name & password.

6. Also under Network Settings allocate the controller a static I[P Address that is on the same subnet as
the computer is normally on, for example 192.168.1.100. Then click “Update Settings”. A message will
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appear to say that the software “Cannot find the page”.

7. Return the controller dip switches to the previous settings.
Reset the computers IP address back to what it was previously, open a browser and type the new
controllers address into the browser and press enter. The controller home page should appear.

If for any reason the browser cannot find or connect then open the SECUSYS software and search using the
TCP/IP settings submenu option of on the Setup, hardware menu.

Ay T T T T T R (|

@ http://101.110/ ) pP-BCEX || @ SCD12T Panel x u - () g £25
S
Panel
SECUSYS

Please enter your username and password to view or change the parameters

ey

|

SECUSYS GROUP i Copyright © 2010 SecuSys Group. All rights reserved.

Figure 6-3-5
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Chapter 7 — Protocol Convertors

7.1 PTC USB-232/485 Protocol Converter

The PTC USB-232/485 Protocol Converter is used to convert USB or RS-232 serial port data to RS-485 (figure
7-1-1). It enables 1 x USB or serial port to communicate with 127 controllers via RS-485. It is used with Option 2,
Section 3.3.1 earlier this chapter. The maximum distance of the RS-485 line is 1.2 km, 4000 feet, from the
converter to the last controller. The maximum distance that the converter can be away from the PC USB port is
1 meter and the maximum distance from the PC serial port is 15 m, 50 feet. The same diagram and settings as
the PTC 232/485 apply (see next section) except that the PTC USB-232/485 unit has a USB input in addition to
the RS-232 input.

Note: The DB9 cannot be connected directly to the computer otherwise damage will result. Use the
supplied connection lead.

Figure 7-1-1

Driver Setup

Drivers must be loaded before the PTC USB-232/485 Protocol Converter can be used. The drivers are available
on the SECUSYS ftp site. Connect the PTC USB-232/485 Protocol Converter to a spare USB port on the
computer using the USB connection cable. The computer should find the new hardware and display the Found
New Hardware Wizard screen. Tick “No, not this time then click Next. (figure 7-1-2)
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Found NHew Hardware Wizard

Welcome to the Found New
Hardware Wizard
windows will zearch for curent and updated software by

looking on your computer, on the hardware ingtallation CD. or on
the ‘windows Update ‘web zite [with pour permizsion).

Read our privacy policy

Can"Windows connect to Windows Update to search for Flgure 7-1-2
zoftware?

(e, this time anly
(1 'Y'es, now and every time | connect a device
(%) Na, not thiz time

Click Mext to continue.

[ MHext » ][ Cancel

Select the Automatic install option and click “Next”. (figure 7-1-3)

Found NHew Hardware Wizard

Thiz wizard helpz you install zoftware for;

LUSE High Speed Serial Converter

Z;'} If your hardware came with an installation CD i 1
2 o1 floppy disk. insert it now. Flgure 7-1-3

‘wihat do you want the wizard to do?

(#) Inztall the software automatically [Fecommended]
(" Inztall from a list or specific location [Advanced)

Click Mext to continue.

< Back ” MHext » ][ Cancel
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If the Hardware Installation warning screen appears then select the Continue Anyway button. (figure 7-1-4)

Hardware Installation

L | E The zoftware you are instaling for this hardware:
L3
I15B High Speed Serial Converter

Figure 7-1-4
has not pazsed YWindows Logo testing ta verify itz compatibilitg
with ‘Windows %P, [Tell me why thiz testing is imporkant. ]

Continuing your installation of this software may impail
or deztabilize the correct operation of pour gystem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Loga tezting.

Cortinue Anpway ] LéTEIF'Installatinn i

Windows will now install the drivers for the serial converter. Once complete the Finish Screen will appear. Click
Finish to complete the driver installation. (figure 7-1-5)

Found Hew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finizhed inztalling the zoftware for:

% IUSE Serial Converter

Figure 7-1-5

Click Firizh to close the wizard.
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Windows will now install the COM Port Emulation Driver. The procedure is the same for the serial converter
installation.

Once complete the Found New Hardware wizard will display the following message. (figure 7-1-6)

j'.i' Found New Hardware Figure 7-1-6
four new hardware is installed and ready to use,

Windows now needs to be checked to make sure that the converter has been correctly recognized and to find
the Serial Com Port that Windows has allocated the device. Open the Control Panel, select and open Device
Manager, click the Hardware Tab and click Device Manager. The device should appear under the Ports setting
with the label USB Serial Port with the Com Port in brackets. (figure 7-1-7)

L Device Manager

Fil=  Action \iew Help

M & 2 3

] J Camputer ~
“ge Disk drives i
% Display adapters

eh DYDCD-R0M drives

| =5 Floppy disk controllers

i=) IDE ATAATAPT controllers

| 45 IEEE 139 Bus host controllers

] ,Ej Infrared devices

|- Kevboards

| :j Mice and other pointing devices

E.,, Maodems

Eé Monitors

B8 Mebwork adapters

B POMCIA sdapters

7 Parts (COM & LPT)

- USE Serial Port (COMS)

+ 5% Proceszer

+- %, Sound, video and game controllers

+ % Syskem cevices
+ Universa Serial Bus controllers “

e o s e o e R s = e 2 e R =

Figure 7-1-7
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7.2 PTC 232/485 Protocol Converter

The PTC 232-485 Protocol Converter is used to convert RS-232 serial port data to RS-485 data for use with the
SECUSYS controllers (figure 7-2-1) It enables 1 x serial port to communicate with up to 127 controllers via RS-
485. It is used with Option 2, Section 3.3.2 in chapter 3. The maximum distance of the RS-485 line is 1.2 km,
4000 feet, from the converter to the last controller. The maximum distance that the converter can be away from
the PC serial port is 15 m, 50 feet.

Rx @
. e Figure 7-2-1
" ®
%‘ Vi, Ea
e ¢ @
=
Dip Switch Settings

A 4 way dip switch allows baud rate configuration and data format selection. Dip switches 1-3 are used to set
the baud rate, (figure 7-2-2) and dip switch 4 is used to set the data format selection, (figure 7-2-3). 9600 baud
is the default setting for the baud rate and “ON” is the default setting for the Data Format Switch.

Baud rate DIP 1 DIP 2 DIP3 Baud rate DIP 1 DIP 2 DIP3
(bps) (bps)
300 OFF OFF OFF 4800 OFF OFF ON
600 ON OFF OFF 9600 ON OFF ON . 9.
1200 OFF ON OFF 19200 OFF ON ON Figure 7-2-2
2400 ON ON OFF 38400 ON ON ON
Switch State Function Description:
DIP 4 OFF Standard 11 bits transmitting mode (8,1,1,n modes) Figure 7-2-3
ON Auto-checking data bits (default setting).
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PTC TCPIP-485 Protocol Converter

The SECUSYS PTC TCPIP-485 Protocol Converter (figure 7-3-1) is used to convert TCP/IP data to RS-485.
The PTC TCPIP-485 unit allows 1 x TCP/IP address to communicate with 127 controllers via RS-485. It is used
with Section 3.5, Option 4 in Chapter 3. The maximum distance of the RS-485 line is 1.2 km, 4000 feet. The
maximum distance that the converter can be away from the TCP/IP hub or switch is 100m

Dip Switch Settings

Figure 7-3-1

A 4 way dip switch allows the installer to configure the converter, (figure 7-3-2)
When using the PTC TCPIP-485 converter with the SECUSYS C Series controllers and the SECUSYS 2000
software, DIP SW 1,2 and 3 should be OFF.

Switch State Function
DIP 1 OFF Write Protect
ON Configurable
DIP 2 OFF Normal Status
ON Reset the IP to the default (10.1.1.10)
OFF Not Used
DIP3 ON Not Used
OFF Normal
DIP 4 ON Restart

Figure 7-3-2
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7-4 HUB 485-232

The HUB 485-232 is a RS-485 Hub with either RS-232 or RS-485 inputs (figure 7-4-1) It provides 4 x RS-485
lines, each line can have up to 127 controllers. The RS-485 Hub/Repeater has two modes of operation.

R a. W | 5

HUB 485-232

Figure 7-4-1

This device complies with Part

15of the FCC rules. SECUSYS

Model: HUB 485.232
Power. 7-14VDC 300ma SECURITY SYSTEMS

The 1st mode is that it is a RS-485 Repeater. In this mode it can be used to extend the distance of a RS-485
line from the 1.2 km maximum (4000 ft) for another 1.2 km. Up to 2 x RS-485 Hub/Repeaters may be cascaded
on the same RS-485 line.

The 2nd mode is as a splitter. RS-485 communications are designed to be in a multi drop or daisy chain
configuration. However, in some instances it may be impractical to run cables in a daisy chain configuration and
a star type configuration would be more convenient. When used in this mode it can offer 4 x RS-485 lines.

The HUB 485-232 uses an external 9-12V DC power supply. Every RS485 line has a communication status

LED which blinks for normal communication and turns red when there's a communication problem with the
controllers.
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7.5 PTC W-232/485

The PTC W-232/485 is a Protocol Converter to convert Wiegand data to RS-232 or RS-485. It is suitable for
converting Wiegand data up to 72 bits (figure 7-5-1). The PTC W-232/485 is a bi-directional device.

Figure 7-5-1
Specifications
Power: 7-15V DC, 500ma
Protocol: RS-232 Baud Rate: 9600bps , Data Format: 1+ 8 +1
Current: Static 35mA  Operating: 40mA.
Operating Temperature: -14°C ~ +70°C.
Humidity: 10% ~90%
Dimensions: 90mm long x 60mm wide x 25mm high
Max Distances: Wiegand Input or Output 60m, RS-232 15m
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PIN Connections

Wiegand Data In (RJ45 Socket): (figure 7-5-2)

Pin WG_Input Description

Pin1 GND Power Supply Ground

Pin2 GND Power Supply Ground

P?n3 LED LED Control Figure 7-5-2
Pin4 N/A Not Used

Pin5 DO Data 0

Pin6 D1 Data 1

Pin7 +12V 12VDC, Power Supply for Reader

Pin8 +12V 12VDC, Power Supply for Reader

Wiegand Data Out (DB9, Male): (figure 7-5-3)

Pin WG_Output | Description

Pin1 N/A Not Used

Pin2 +12V 12VDC, Power Supply

Pin3 N/A Not Used

Pin4 N/A Not Used Figure 7-5-3
Pin5 LED Green LED Control

Pin6 GND Power Supply Ground

Pin7 N/A Not Used

Pin8 D0 Data 0

Pin9 D1 Data 1

RS-232/RS-485/RS-422 Out (DB9, Female): (figure 7-5-4)

Pin RS-232 RS-485 RS-422

Pin1 485- T-

Pin2 RX 485+ T+

Pin3 X R+

Pin4 R- Figure 7-5-4
Pin5 GND GND

Pin6

Pin7

Pin8

RJ-45 socket: (figure 7-5-5)

RJ45
Male Female Figure 7-5-5
] 1 1

L

Page 55 of 111



SECURITY SYSTEMS

RS-232 Cable Connection
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The below diagram shows the RS-232 connections between the PTC W-232/485 and a computer 9 PIN serial
port (figure 7-5-6)

;ﬂ’xﬁfﬁf

i

900 @®
Q0000

k)

‘HEEHEM%

DB9 (Male)

|
|
|
!
Z
|
|

/i

PTC W-232/485

Work Modes

_Ji

I
ego
90O S

O

O

DB9 (Female)

Computer Serial Port

Figure 7-5-6

The PTC W-232/485 supports 3 type of work modes and these are RS-232, RS-485 and RS-422. The different
work modes are configured by jumpers inside the metal case The default work mode is RS-232 (figure 7-5-7)

Model
RS232 RS485 RS422
Jump
485 422 485 422 485 422
J1
232 422 232 422 232 422
J2
232 485 232 485 232 485
J3 o o o
485--- 485 485----

LED Indication

PWR §
RX @
™

Power LED

Receiving LED for Data from Wiegand Device
Transmitting LED for Data to Access Controller
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Communication Protocol
Data Format

0xab + Oxa5 + W Length (1B) + W Data (8B) + CRC16 Checksum(2B)

Head Head | W Length (1Byte) W Data (9 Bytes) CRC16 (2 Bytes)
A5 A5 1A 000000000000E343A7 | 859D
Notes:

The High Bit should be in front of the Low Bit.

Wiegand Data is always 72 bits (9 bytes), if you want to transfer 26 Bits only, add 46 x “0” in front of the data.
The PTC W-232/485 supports up to 72 Bits of Wiegand data.

PC and PTC W-232/485 will use the same data format to communicate.

Event Codes

Code(Hex) | Description Remark
A1 Ok, Receive correct data
A2 Fail to check CRC16, or W Length is wrong

Notes:

The PTC W-232/485 will return to the PC these event codes after it receives data from the RS-232 interface.
The PC will not return event codes to the PTC W-232/485 after it sends data to the PC, unless another
application sends this data by this serial port.

CRC16

CRC16 adopts the CCITT standard and the first value is OXFFFF.
CRC16 will calculate the value from “W Length” to “W Data”, the total is 10 bytes.

PTC W-232/485 Buffer

The PTC W-232/485 buffer will store the last card record.

If PC sends the string “A5 A5 00 00 00 00 00 00 00 00 00 00 E1 39” to the PTC W-232/485, then this means the
PC wants to get the last card record from the PTC W-232/485.

After the PC takes the buffer data, the PTC W-232/485 will clear the buffer automatically.

If the PTC W-232/485 returns“A5 A5 00 00 00 00 00 00 00 00 00 00 E1 39" to the PC, that means the buffer is
empty.
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7.6 CON-ABA2WG

The CON-ABA2WG is an ABA Track 2 to Wiegand convertor to convert the ABA format from a Magnetic reader
to Wiegand data for use with the SECUSYS C series controllers (figure 7-7-1). The CON-ABA2WG can output
Wiegand 26, 34, 42 or 66 bits.

Figure 7-6-1
Specifications
Power: 7-15V DC, 500ma
Protocol: RS-232 Baud Rate: 9600bps , Data Format: 1+ 8 +1
Current: Static 35mA  Operating: 40mA.
Operating Temperature: -14°C ~ +70°C.
Humidity: 10% ~90%
Dimensions: 90mm long x 60mm wide x 25mm high
Max Distances: ABA Input 60m, Wiegand Output 60m
DIP Switch Settings (figures 7-7-2 & 7-6-3)
DIP1 DIP2 DIP3 DIP4
Wiegand 26 Output OFF OFF i
Wiegand 34 Output ON OFF TR A
Wiegand 42 Bits Output | OFF ON OFF H H H H
Wiegand 66 Bits Output | ON ON on
Last Digit is valid OFF
First Digit is valid ON Figure 7-6-3
MG100 Input OFF
MR500 Input ON
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Wiring Diagrams

Figure 7-6-2

MG100 Magnetic Reader (figure 7-6-4)

TR+ —
TR- 7]
Relay |

Blue

Data |

Gree

Clk _|
PB5 _|
PB6 —]
PB7 —
RST ]
+12V |

Red

Gree

Red

Black

Blue

1N/

MG100

L

SECUSYS 2000 C Series Access Controllers
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12v

5V

CLK Figure 7-6-4
DAT

CON-ABA2WG Connector

MR500 Magnetic Reader (figure 7-6-5)

R.NO —
R.NO T
BUTT |
Lock :
12V _|
GND |
Data —
CLK —
CP ]
Tamper |

Red

Red

Black

MR500

Yello!

N

Blac

12V
oV
CLK
DAT

Figure 7-6-5

CON-ABA2WG Connector
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Wiegand Out Interface (figures 7-6-6 & 7-6-7)

RJ45PIN Eunction Suggested Colour
No 1 8
1 Ground Black
2 Ground Black
3 Green LED Blue |
4 Red LED Brown =
5 Data 0 Green WG_oUT
6 Data 1 White
7 +12V DC Red .
8 +12V DC Red Figure 7-6-7

Figure 7-6-6

LED Indication

PWR @ Power LED
RX @ Receiving LED for Data from Magnetic Reader
L Transmitting LED for Data to Access Controller
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Chapter 8 —Power Supplies

81  SMPS 1260 Power Supply

The SMPS1260 is a heavy duty Switch Mode Power Supply with a 110-123V input. It has 2 outputs, a 12V DC 6

Amp primary output and a secondary 12V DC battery charging output. It is housed in a study plastic case.
(figure 8-1-1).

Figure 8-1-1

8.1.1 Model Definitions

The SMPS 1260 is from a family of Switch Mode Power Supplies. The model definitions are below (figure 8-1-1-
1)
SM PS 12 60

30: 3.0 Amp, Max current;
40: 4.0 Amp, Max current;
60: 6.0 Amp, Max current;

12: Output, 12VDC,;

Figure 8-1-1-1

PS: Power Supply;

SM: Switch Mode;
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8.1.2 Specifications

Input: 100-240V AC

Output: 9-16V DC, 6A

Dimensions: 110mm (W) x 155mm (H) x 45mm (D)
Weight: 300 grams

8.1.3 Layout

The layout of the SMPS1260 is as follows (figure 8-1-3-1)

LED Indication, Red LED for power
indication, Green LED for power indication.

Output Adjustor, max ON/OFF Backup Battery
voltage 15.6VDC, min Switch Connections
voltage 9VDC

Input: 100-240V AC, make
sure that the GND is
_connected to the building earth

Fuse (Inside)
220VAC, 3A

12V DC Output
To Controller

12V DC Output for locks or other
devices, use an interface relay Figure 8-1-3-1
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8.2 PSWC1230 Power Supply

The SECUSYS Model PSWC1230 is a 12V, 3A power supply unit that is available as an alternative to the
SECUSYS Standard Switch Mode Power Supply (figure 8-2-1) It can accept either a 12-17V AC input or a 18-
22V DC input. It provides 3 x 12v DC general purpose outputs, 1 x 5 amp relay output, a push button input and
a battery charging output. Two LED’s provide indication of AC Power (Red) and battery charging (Green).

The built in relay is suitable for a simple access system. The lock can be connected to the unit (figure 8-2-2)
The +12V rail is internally connected to the relay common terminal. A normally open push button can be
connected which, when pressed will operate the relay for the time set by the adjustment potentiometer. The
time for the relay output can be adjusted to between 1 — 30 seconds.

Note that the SECUSYS 12v PSU PCB is rated at 3 amps. However the transformer as shipped are only rated
at 40VA and will therefore supply only 2 amps at 16v AC. That is why the power supplies themselves are only
continuously rated at 2 amps. If the full 3 amps is required from the power supply then the transformer needs to
upgraded to a 60 VA transformer supplying 16-17 VV AC.

‘ Relay Time Adjustment 1-30 seconds

Figure 8-2-1
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Terminals from the left hand side are as follows:

14V AC in AC Input for 14-17V AC
Vin & Gnd DC Voltage in, between 18-22v DC
+12v& Gnd 12V DC output
NO Normally open relay contact, ie no voltage when relay de-energised
NC Normally closed relay contact, ie 12V DC when relay de-energised
Gnd & Push  Input for push button. When shorted the relay energises
Batt 12V DC for back up battery
" 220-230V AC
1
Transformer 40VA 14-17V AC
i
©
@
18VDC — &)
GND — @
+12V —© Power Supply with Charger
GND — [ @
+12v  — () | Model: PSWC1230
GND 9| ouput 12v e, A
112V S utput: :
NO — (@9
NC — )
K L &
Lock @3
@
L,
e &
Battery
12V, 7AH Figure 8-2-2
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Chapter 9 — Card Readers

9.1 6609/6610 Series Card Reader

To be added

9.2 6611 Series Card Reader
To be added

9.3 AVR6619/AVR6620 Series Card Reader
To be added

94 6688LE Card Reader
To be added

95 5510H Card Reader
To be added

9.6 5588 Series Card Reader
To be added
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9.7 CPU Series Card Readers
9.7.1 Overview

The SECUSYS CPU Series card readers read CPU based cards as well as Mifare sectors and Mifare CSN and
replace the SECUSYS RC series readers. Currently they consist of the following models:

5512U, 6608U, 6609V, 6611U, 6611ICU
By default the CPU reader on power up will only read CPU cards and will not read a standard Mifare CSN or
Sector reader until enabled by a programmed CPU MasterSmartCard.

9.7.2  Wiring

No. | Purpose | Description

1 +12V Power Supply

2 D1 Data 1

3 DO Data 0
LED control, when shorted to GND the LED will change color.

4 LED Blue LED: Normal mode, Green LED: The LED also changes
colour when reading cards or if controlled by this wire.

5 GND GND, Ground Wire

6 BUZ Buzzer control, when shorted to GND the Buzzer will beep.

9.7.3 Operation

The CPU series readers are all programmed by a CPU MasterSmartCard. The CPU MasterSmartCard itself is
programmed using the 5588RW Mifare Sector Encrypted Desktop Reader/Writer/Encoder (section 9.8) in
conjunction with the MasterCard4 Application (section 9.9). All authorization information is programmed and
stored in the CPU MasterSmartCard and this information is transferred to the CPU series readers on Power Up.

To transfer the information from the CPU MasterSmartCard to the CPU series reader place the CPU
MasterSmartCard next to the CPU series reader, then power the up the CPU series reader. If you hear “Di Di Di
Di Di Di” the information transfer is complete. This information needs to transfer within 5 seconds of power up
otherwise the CPU series reader reverts to normal card reader operation. Once the CPU series reader has
been programmed by a specific CPU MasterSmartCard, it will only read the User Cards conforming to the
information stored on the CPU MasterSmartCard.
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9.8 5588RW - Mifare Sector Encrypted Desktop Reader/Writer
(M+RC+CPU)

9.8.1 Overview

The Mifare Sector Encrypted Desktop Reader/Writer also called a
MasterCard Encoder, (figure 9-8-1-1) is used with the MasterCard4
application covered in section 9.9. It is used to program MasterCards
and UserCards for use with the SECUSYS CPU series readers. The
unit supports any chips based on the MIFARE S50 & S70 series. For a

complete list of supported cards refer to section 9.8.4.

SECUSYS 2000 C Series Access Controllers

Hardware Manual Version 3.0.1 — 19t July 2011

Figure 9-8-1-1

There are several different models of the 5588RW encoder available as per the following chart (figure 9-8-1-2)

Model Supports ISO Standard Mark

5586RW-1 ISO14443A Default

5586RW-2 1ISO14443B Support Chinese 2# ID
Feilica (TYPE-C)

5586RW-3 1ISO15693

5586RW-X All, including 1ISO14443A, 1SO14443B, TYPE-C

9.8.2 Connection

Figure 9-8-1-2

The reader/writer/encoder comes complete with a interface lead that has a single D9 Female Serial port
connector and 2 x USB connectors. Plug the RS-232 lead into a RS-232 Serial Port or into a USB to RS-232
Serial Port adaptor. The shorter of the 2 x USB cables connects to a USB port and provides the power for the

reader/write. The longer of the 2 x USB cables connects to the reader/writer device itself (figure 9-8-2-1).

150CN

>

Ny88GS

WNO0S

asn od
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9.8.3  Specifications

SECUSYS 2000 C Series Access Controllers
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Voltage: 5VDC Current: 120mA

Communication: RS-232 Protection Level: IP65

Operating Temperature: -10°C to +70°C Humidity: 0~95%

Antenna: Resistance 50 ohms Color: Silver

Size: 115(L)x80(W)x20-25(H)mm  Cable: USB+RS232

Status Indication: LED & Buzzer LED: Red Power LED & controlled by application

Operating Distance: 70mm(Data Card) , 40mm(CPU Card), >100mm(15693 card)

Card: Mifare-1, S50, S70 or compatible card.
Supports: 1ISO14443, Type A, B & C, 1ISO15693

9.8.4 Supported Card Types

Factory SN Read Write Lock Data | Common
Command

1ISO14443A
Mifare® Std Philips \ \ \ \ \
Mifare® Ultralight Philips \ \ \ \ \
MF11C70 Philips \ \ \ \ \
Mifare® Prox Philips \ \
DESFire Philips \ \
SHC1102 HuaHong \ \ \ \ V
1S014443B
AT88F020 ATMEL \ \ \ \ \
SRIX4K ST \ \ \ \
SR176 ST \ \ \ \
Chinese 2# ID HuaHong \ \
1S014443C
Feilica SONY E | | | K
1S015693
EM4135 EM \ \ \ \ \
I-CODE 2 Philips \ \ \ \ \
Tag-it Tl \ \ \ \ \
My-D Infineon \ \ \ \ \
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9.9 MasterCard4 Application

9.9.1 Overview

The MasterCard Encoder in conjunction with the MasterCard4 Application software is used to program CPU
MasterSmartCards (sometimes called MasterCards or Mothercards) These cards once programmed are then
used to program a Mifare Sector Reader in Sector Mode. Please close any Bluetooth COM ports before you run
the MasterCard4.0 application otherwise a conflict can occur.

9.9.2 Software Installation

The software normally comes in a .rar or .zip file, see highlighted file below (figure 9-9-2-1). Once unzipped the
following files can be viewed. To install the application run the MasterCard 4.0.0.3.exe file. Note the “PassWord

SECUSYS 2000 C Series Access Controllers
Hardware Manual Version 3.0.1 — 19t July 2011

for MasterCard.txt file” which includes the Serial Number required for the installation and the Password.

P =

m

ﬁ& Homegroup
B Dave

@uw| r lerarles b Documents b Software v Mastercard 4.0.03

Organize = Share with = Mew folder
¢ Favorites < Documents library
Mastercard 4.0.0.3
B Desktop MName :
7 Libraries .
_-| Documents
j‘ Mikic ﬁ MasterCard_V3.0.0.3 exe
] Pictures | PassWord for MasterCard.tbd
@l Software =i St
E Vidatic ﬁ UserCard_V4.0.0.2(For Customer).exe

Figure 9-9-2-1

When the security warning appears click the “Run” button (figure 9-9-2-2)

Cpen File - Security Warning ﬁ

The publisher could not be verified. Are you sure you want to
run this software?

@ MName: ..are'Mastercard 4.0.0.3\MasterCard_v4.0.0 3.exe
Publisher: Unknown Publisher

Type: Application

From: D:\SecuSys\Software\Mastercard 4.0.0 3\Master...

Run ] [ Cancel

Always ask before opening this file

K | This file does not have a valid digital signature that verfies its
e publisher. You should only run software from publishers you trust.
= How can | decide what software to un?

Figure 9-9-2-2
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Click “Next” to continue (figure 9-9-2-3).

1

]‘E,J MasterCard Setup

Welcome

g .
Welcome to the installer for MazterCard 4.0, KE Y K l N G
——

It iz strongly recommended that you exit all *windows programs before continuing with
thiz ingtallation.

If you have any other programs running, please click Cancel and cloze thoze programs
befare restarting this installer.

Figure 9-9-2-3

Othensize, click Mext to continue.

W RMING: This program iz protected by copyright law and international treaties.
Unautharized reproduction ar digtribution of this program may rezult in severe civil and
criminal penalties, and will be prosecuted to the maximum extent possible under law.

et > ] | Cancel

Accept the agreement and click “Next” to continue (figure 9-9-2-4).

]

I.%J MasterCard Setup

License Agreement
Fleaze read the license agreement below and click Mest to continue. KE Y Kl N G
S

MazterCard Licenze dgreement -

1. Grant of License - Fepking Group grants o vou the right to use one copy of the | =
enclozed Kevking Group program, [the Software], on a single terminal connected to

a gingle computer [i.e. CPU]. ou may make one copy of the Software for back-up
purposes for use on your awn computer. You must reproduce and include the )
copyright notice on the back-up copy. You may not network, the Software or use it Flgure 9-9-2-4
on more than a single computer or computer terminal at any ime, unless a license is
purchazed for each computer or terminal on the network that will uze the Software,
ol may transfer this Software from one computer to another, provided that the
Software iz uzed on only one computer at a time. You may not rent or leaze the
Software, but vou may transfer the Software and accompanying wiitten matenal and
thiz licensze to another person on a permanent baziz provided pou retain no copies

@) | agree to the terms of thiz icense agreement

| do not agree tao the termz of this licenze agreement

¢ Back || Mest = | | Cancel
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Enter your name and company then click “Next” to continue (figure 9-9-2-5).

ﬁ MasterCard Setup

=)
Uszer Information g e

Enter your uger information and click Mest to continue, KE Y KI N G
S

MHarne:
Dave

Compary:
SECUSYS

¢ Back ][ Mext > l [ Cancel

Hardware Manual Version 3.0.1 — 19t July 2011

Figure 9-9-2-5

Enter the serial number from the supplied “PassWord for MasterCard.txt file” (figure 9-9-2-6).

( ﬁ MasterCard Setup @1

Serial Humber

N
Enter your senial number and click Mext to continue. KE Y KI N G
S

A senial number iz required to continue thiz installation. Please type your serial number
into the box below and click Mext to continue.

Serial Mumnber:

¢ Back ][ Mext > l [ Cancel
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Click “Next” to continue (figure 9-9-2-7).

( ﬁ MasterCard Setup ﬁ"

Installation Folder

g e
Select an ingtallation folder and click Mest to continue, KE Y K I N G
S

The zoftware will be inztalled in the folder listed below. To install to a different folder,
either type in a new path, or click Change to browse far an existing folder.

Ingtall MazterCard to:

iking asterCard Change... Figure 9-9-2-7

Space required on drive: 14.3 MEB
Space available on zelected drive: 32645 MB
¢ Back ][ Mewut » ] [ Cancel

Click “Next” to continue (figure 9-9-2-8).

rﬁ MasterCard Setup ﬁ"

Shortcut Folder

g e
Select a shortout folder and click Mest to continue. KE Y KI N G
S

Setup will add shortcut icons to the folder indicated below. [F pou don't want to uze the
default folder, pou can either type a new name, or select an existing folder from the list.

Shortcut Folder:

b asterCard - Figure 9-9-2-8

¢ Back ][ Mewut » ] [ Cancel
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Click “Next” to continue (figure 9-9-2-9).

rﬁ MasterCard Setup - T : - : __._- - Iﬁw
Ready to Install g e
Y'ou are now ready to install MasterCard 4.0. KE Y KI N G
S

The inztaller now haz enough information to install MasterCard on pour computer.

The following zettings will be uszed:

Inztall folder: C:\Program Files\keykingkd asterCard Figure 9-9-2-9
Shortcut folder: MasterCard

Pleaze click Mest o proceed with the installation.

¢ Back ][ Mewut » J [ Cancel

Wait for the program to install (figure 9-9-2-10)

rj.%] Installing Files m |
N

Installing Files

The pragram files are being installed. KE Y K I N G

Pleaze wait while the neceszany filez are inztalled.

Installing... Figure 9-9-2-10
C:MProgram Fileshkevking'M asterCardhanguages. mdb

Cancel
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Click “Finish” to continue (figure 9-9-2-11)

SECUSYS 2000 C Series Access Controllers
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-
ﬁ MasterCard Setup ——

5

Installation Complete

Inztallation completed succezsfully.

Please click Finish to exit this installer.

tasterCard 4.0 has been successfully installed an your systern.

.
KEYKING
S
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9.9.3 Software Operation

Prior to running the software, connect the MasterCard Encoder as per the instructions in Section 9.8

To run the software go Start, Program Files, MasterCard, MasterCard or click on the MasterCard icon on the
desktop (figure 9-9-3-1)

, MasterCard
':i,:" MasterCard

Figure 9-9-3-1
j‘-,_% Uninstall MasterCard J

If this is the 1st time that this software has been installed then the Language Selection screen will appear (figure
9-9-3-2). Click on the arrow to show the languages available and select the desired language then click “OK” to
proceed.

Please Select Your Langl- I&

Languages

ENGLISH LIS - Figure 9-9-3-2

[ OF. ][ Cancel ]

At the Password screen (figure 9-9-3-3), enter the password supplied in the “PassWord for MasterCard.txt file”
(figure 9-9-2-1)

rLogin EWI
P
R

Please input password: Figure 9-9-3-3

Ok ] [ Cancel
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If the password is correct the Main Screen will appear. If the connections to the MasterCard Encoder are correct
as per section 9-8, then the Successfully Connect message will appear at the bottom left of the screen and the
green connect tick in the menu bar will be grayed out. If the MasterCard Encoder is not connected correctly then
the green connect tick will be green and there will be a failed to connect message at the bottom of the screen.
Check the cables, connections and the PC Com Port using Windows Device Manager then click on the green
connect tick to try and connect again (figure 9-9-3-4)

(eyking Maste

File Operate View Language Help
D - 2 [NSANO)
[Serial Wun|Hesd|Sector [Block [Block [KEY [Encrypt Mo|[Dutput  |Customer C|Customer Hame

O]

Figure
9-9-3-4

Succeed to connect 5588RY by COMB!

Legal user: IDWatch

If the MasterCard Encoder still cannot be found then select “Setup Com Port” from the file menu again (figure 9-
9-3-4) and select the correct Com Port from the drop down menu (figure 9-9-3-5)

( COM Port Connnecting Iﬁ‘
Setup Password Figure
Setup COM Port 0-9-34 Please choose the COM port
Connect 5588RW
DisConnect 5588RW Figure Ok ] I Cancel I
Close 9-9-3-5
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9.9.4  Writing the CPU MasterSmartCard

From the Operate menu select Write MasterCard (figure 9-9-4-1) to bring up the Write CPU MasterSmartCard
screen (figure 9-9-4-2). This screen is explained in more detail in the next section, Section 9.9.5.

Write MasterSmartCard

ReWrite MasterSmartCard Figure 9-9-4-1
Read MasterSmartCard

Delete MasterSmartCard

The, “Basic information” and “Customer Information” sections are necessary but the Extended Information and
the Sector for User Information sections are both optional (figure 9-9-4-2). Once the required information has
been entered then place a blank CPU MasterSmartCard on the 5588RW and click “OK”

Z¥ Write MasterSmartCard l =5 |ﬁ]
Baze [nformation E stand Infarmation
S echor Block, Fead Contral
& Sector O @ Block 0# Block 24 Read the zenial number
Sector 18 Block 1# Read the serial number
Enable 15693 protocol
Sectar 24 Block Address nanie preted
g Read the zenal number
Sectar 28 w7
mer Enable aother protocal
B L1 Encrypt Mode
Sector 5 @ Mormal Sechar for user information
Sector B Diynamic Sector 0# Sector 34
Sector 14 Sector 108
Mormal + 5H
S i) . . Sector 28 Sector 114#
Sector 3% #narmIc: + Sector 28 Sector 128
Sector it Output gectar ;3 gectar 1 ii
‘Wiegand26 echor ector
Sector 104 _ Sectar BH Sectar 154
Sactar 118 Wwiegand32 Sector 7 @ Mone
@) Wwiegand3d Sector 88
Sector 1248
Wiegand3?
Sectar 138
=er ‘Wiegandss
SEElE 1) ABA Track |
Sector 158 Customer [nformation
. el =
S erial Mumber |Jze Fired Facilty = Customer Code
KEY for UszerCard[HE) FFFFFFFFFFFF Customer Mame
| Figure 9-9-4-2 [ Ok | [ Cancel
\—_-.— -

Page 77 of 111



S E C U SYS SECUSYS 2000 C Series Access Controllers

Hardware Manual Version 3.0.1 — 19t July 2011
SECURITY SYSTEMS

If the writing is successful the message below will appear (figure 9-9-4-3) and the MasterCard details will
appear in the main screen area (figure 9-9-4-4)

‘ = B’
MasterCard 4.0 - [

:I Succeed to write the MasterSmaterCard. Figure 9-9-4-3

¢
L5

File Operate WView Language Help

/x| m_wum

Encrypt Mo|Output Customer C|Customer Hame

Momnal | ‘wWiegand34

Figure 9-9-4-4

Previously programmed cards can also be Read, Re-Written or Deleted from the list using the Operate menu.
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9.95 MIFARE SmartCard Information

MIFARE is a read/write technology that uses 13.56 MHz and meets the ISO 14443, type A standard for contactless
smartcards. The maximum effective distance (read range) for the 14443 standard is 100mm. The Philips MIFARE
technology is available in six different product families which use the S50 and S70 cards. The S50 is a 1 Kbyte card and
the S70 is a 4 Kbyte card. The S50 is the most common MIFARE chip used so the following applies to the S50 although
the same logic also applies to the S70 although the sizes are different.

Each S50 MIFARE chip can be divided into 16 sectors of 64 bytes each. (16 x 64 bytes = 1024 bytes or 1 Kbyte) These
are numbered 0 — 15. Each sector can be further divided into 4 blocks, each block is 16 bytes and the blocks are
numbered 0 -3. (4 x 16 bytes = 64 bytes) So in a S50 card there are 64 different locations where data can be stored.
Sector 0 is where the directory is located and block 0 of sector 0 is where the Card Serial Number (CSN) is stored. The
CSN is fixed at the time of manufacture and cannot be changed. The CSN is 32 bits long. The CSN is also known as the
UID (Unique ID) or serial number.

SECUSYS manufacture several models of sector readers called Universal MIFARE readers that can be programmed to
read either the CSN or information stored on a sector. The SECUSYS Universal MIFARE Readers come defaulted to read
the CSN at Block 0 of Sector 0 however they can be re-programmed in the field to read sector information. This is done by
presenting a Programming or Configuration card called a MasterCard at the reader. Note that only some SECUSYS
MIFARE readers are Universal Readers. Note that non Universal Readers even though they may read MIFARE
credentials are fixed for CSN reading only and cannot be reprogrammed.

Configuring the SECUSYS RC Series readers and cards for sector mode operation is a 3 step process.

Step 1: The CPU MasterSmartCard itself is programmed by a desktop SECUSYS desktop reader/writer using the
MasterCard4 application software (Section 9.9).

Step 2: Once the CPU MasterSmartCard is programmed as per step 1 above, the information in the CPU
MasterSmartCard is transferred to the RC series reader (Section 9.8).

Step 3: The MIFARE cards themselves need to be programmed with the data required to be read. This is done using the
SECUSYS Reader/Writer and the UserCard 4 application software (Section 9.10)
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The WriteMasterCard screen contains all the information necessary to set up a MasterCard and the following
applies to this screen (figure 9-9-4-3).

Sectors:

There are a total of 16 sectors in each MIFARE S50 1K card (0-15) but only 15 available to be programmed.
Sector 0 is preprogrammed with the CSN (Card Serial Number) and cannot be changed. Select the sector that
the information is to be written to.

Serial Number:
The RC series reader will read the Serial Number of the Mifare card, not the User Card Number inside a sector.
Block
There are 4 blocks in each sector, 0 to 3. The User Card Number will be written into this block of that sector.
Block Address:
The User Card Number will be written into this block of that sector from this address.
Encrypt Mode
There are 4 different levels of Encrypt mode depending upon the level of security required.
Normal (Usual security)
Dynamic (More security)
Normal + SN (Even more security)
Dynamic + SN (More security still)
Output
The output format of the RC reader can be programmed as follows:
Wiegand 26 bit
Wiegand 32 bit
Wiegand 34 bit
Wiegand 37 bit (Not available for RC series reader)
Wiegand 66 bit (Not available for RC series reader)
ABA Track Il (for Special RC series reader only)
KEY for UserCard
This is the password to encrypt the UserCard, and it is also the Key A of the Mifare card in HEX. The default is
FFFFFFFFFFFF. Note that if this is changed and then lost the card readers will be locked and unable to be
unlocked.

Additional Information

For future use with other applications.

Sector for User Information

For future use with other applications.

Customer Information

Customer Code: A suggestion here is to use the digits on the back of the CPU MasterSmartCard.
Customer Name: A “unique client name”
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9.10  UserCard4 Application
9.10.1 Overview

The UserCard4 application software programs MIFARE S50 cards into sector mode for use with the SECUSYS
RC series card readers.

9.10.2 Software Installation

The UserCard4 software will normally come in a .zip or a .rar file. Upon unzipping there will be 2 files, a SN.txt
file that contains the serial number and password, and the actual installation .exe file (figure 9-10-2-1)

Mame Date modified Type Size
| SM.bt 6/01,/200910:30 a.... Text Document 1KE
j‘-,_% UserCard_V4.0.0.2(For Custorner).exe 10,/01,/2009 10:52 a... Application 5,790 KB

Figure 9-10-2-1

To install the software run the UserCard4.exe installation file (figure 9-10-2-1)

When the security warning appears click the “Run” button (figure 9-10-2-2)

Open File - Security Warning Iﬁ

The publisher could not be verified. Are you sure you want to
run this software?

@ MName: ..are'Mastercard 4.0.0.3\MasterCard_v4.0.0 3.exe

Publisher: Unknown Publisher
Type: Application .
From: D:\SecuSys\Software\Mastercard 4.0.0 3\Master... F|gu re 9'10'2'2

Run ] [ Cancel

Always ask before opening this file

publisher. You should only run software from publishers you trust.

lel This file does not have a valid digital signature that verfies its
= How can | decide what software to un?
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Click “Next” to continue (figure 9-10-2-3).

5 UserCard Setup

i

Welcome

It i strohgly recommended that you exit all 'Windows programs before continuing with
thiz inztallation.

If you have any ather programs unning, pleaze click Cancel and cloze those programs
befare restarting thiz inztaller.

Otherwize, click Mest to continue.

WARMIMNG: This program iz protected by copyright law and international treaties.
Unauthorized reproduction or diztriibution of this program mayg rezult in gevere civil and
criminal penalties. and will be prozecuted to the masimum extent possible under lav.

et = ] | Cancel

.
Welcome to the ingtaller for UserCard 4.0, KE Y K l N G
——

Accept the agreement and click “Next” to continue (figure 9-10-2-4).

1

75 UserCard Setup

License Agreement
Please read the licensze agreement below and click Mest to continue. KE Y K.l N G
—

lgzerCard License Agreement -~

1. Grant of License - Kevking Group grants to you the right bo uze one copy of the | =
enclozed Keyking Group program, (the Software], on a single kerminal connected to

a zingle computer [i.e. CPU). You may make one copy of the Software for back-up
purposes for use on pour own computer. You must reproduce and include the
copyright notice on the back-up copy. You may not network, the Software or uze it

on more than a gingle compuber or computer terminal at any time, unlesz a licenze iz
purchased for each computer or terminal on the netwark, that will uze the Software.
Y'ou may tranzfer this Software from one computer to another, provided that the
Software iz uzed on only one computer at a time. Y'ou may not rent or leaze the
Software, but you may transfer the Software and accompanying wiitken material and
thiz license to ahather person on a permanent basis provided you retain no coples

@) | agree to the termsz of thiz licensze agreement

| do not agree o the terme of thiz license agreement

¢ Back ” Mewut » | | Cancel
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Enter your name and company then click “Next” to continue (figure 9-10-2-5).

rﬁ UserCard Setup &Jw
Uzer Information .
Enter pour uzer information and click MNext to continue, KE Y KI N G
R
Marne:
Dave
Company:
SECUSYS
< Back “ Mext = ] [ Canicel

Enter the serial number from the supplied “SN.txt file” (figure 9-10-2-6).

A, genial number iz required to continue thiz inztallation, Pleaze tppe pour zenial number
into the box below and click Mext to continue.

rﬁ UserCard Setup - :___ - - Iﬁw
Serial Number ..
Enter your genal number and click Nest to continue. KE Y KI N G
——

< Back ][ et = ] [ Cancel
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Click “Next” to continue (figure 9-10-2-7).

r-‘_[.%Usts_-rf:a:irnn:iSnlatup - JE——— Iﬁw

Installation Folder

.
Select an inztallation folder and click Mest to continue. KE Y KI N G
——

The zoftware will be installed in the folder listed below. Toinstall to a different folder,
either type in a new path, or click Change to browse for an existing folder,

Install UserCard to:

C:%Program Fi Jingh zerCard Change...

Figure 9-10-2-7

Space required on drive; 131 MB
Space available on selected drive: 32894 MB
¢ Back ][ Mest = l [ Cancel

Click “Next” to continue (figure 9-10-2-8).

. ™
2 UserCard Set - -

5 UserCard Setup . - . ﬁ
Shortcut Folder g T
Select a shortout folder and click Mext to continue, KE Y KI N G
O

Setup will add zhortout icong to the folder indicated below. 1f pou don't want to uze the

default folder, pou can either twpe a new name, or select an existing falder fram the list.

Shortcut Folder: .
v Figure 9-10-2-8
< Back ][ et > ] [ Cancel
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Click “Next” to continue (figure 9-10-2-9).

]

-
ﬁ UserCard Setup ' - - E -

Ready to Install g e
You are now ready to install eerCard 4.00 KE Y KI N G
S

The inztaller now has enough infarmation ta install UserCard on your computer.

The following zethings will be uzed:

Inztall folder; C:\Program Filez\kevkingiJzerCard
Shorteut folder: UserCard Figure 9-10-2-9

Flease click Mest to proceed with the installation.

< Back ” Mest = ] [ Cancel

Wait for the program to install (figure 9-10-2-10)

ﬁ Installing Files

:
I

Installing Files

The program files are being installed. KE Y KI N G

Fleaze wait while the necessary files are installed.

Il Inztaling... Figure 9-10-2-10
C:%Program Files\kepkingiUserCard\UserCard. exe

Cancel
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Click “Finish” to continue (figure 9-10-2-11)

rﬁ UserCard Setup - w Iﬁ-‘
Installation Complete g T
Inztallation completed succeszsfully. KE Y KI N G
S

UzerCard 4.0 haz been succeszsfully installed on your system.

Flease click Finigh to exit this installer.

Figure 9-10-2-11

h, = — v
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9.10.3 Software Operation

Prior to running the software, connect the MasterCard Encoder as per the instructions in Section 9.8

To run the software go Start, Program Files, UserCard, UserCard or click on the UserCard icon on the desktop
(figure 9-10-3-1)

, UserCard
‘j‘E Uninstall UserZard
ZF UserCard

Figure 9-10-3-1

If this is the 1st time that this software has been installed then the Language Selection screen will appear (figure
9-10-3-2). Click on the arrow to show the languages available and select the desired language then click “OK”
to proceed.

Please Select Your Langl- I&

Languages

ENGLISH LIS - Figure 9-10-3-2

[ OF. ][ Cancel ]

At the Password screen (figure 9-10-3-3), enter the password supplied in the “SN.txt file” (figure 9-10-2-1)

rLogin MWI

e
2
Please input password: FlgU re 9-10-3-3

Ok ] [ Cancel
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If the password is correct the Main Screen will appear. If the connections to the MasterCard Encoder are correct
as per Section 9-8, then the Successfully Connect message will appear at the bottom left of the screen and the
green connect tick in the menu bar will be grayed out. If the MasterCard Encoder is not connected correctly then
the green connect tick will be green and there will be a failed to connect message at the bottom of the screen.
Check the cables, connections and the PC Com Port using Windows Device Manager then click on the green
connect tick to try and connect again (figure 9-10-3-4)

¢ Keyking UserCord Moker 53R e ™ oo

Fe~Qperste View lLanguage Help
G R o o oo [SERC)
o y Serial Numbg;FaIacwtyCcOﬁs_et .C_ardNo.(Dec).Card!\lo.(HE_UserName [

|
Gl

Suceeed to connect BABERW by COMB!

Figure 9-10-3-4

Legal user: Shenzhen Keyking Technolegy Co.,Ltd. ]

If the MasterCard Encoder still cannot be found then select “Setup Com Port” from the file menu again (figure 9-
10-3-4) and select the correct Com Port from the drop down menu (figure 9-10-3-5)

COM Port Connnecting Iﬁ
Setup Password Figure
Setup COM Port 0-10-3-4 Pleaze choose the COM port COmMB -
Connect S588RW
DisConnect 3588RW Figure Ok ] [ Canicel ]
Close 9-10-3-5
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The first step is to read the information off the CPU MasterSmartCard with regards to sector programming,
password, security level and the customer information so that this sector information can be written to the user
cards. So a CPU MasterSmartCard must have previously been programmed as per section 9.9. Place a
preprogrammed CPU MasterSmartCard on the 5588RW reader/writer and select Read CPU MasterSmartCard
from the Operate menu (figure 9-10-4-1). Note that until this information has been read, the UserCards cannot

be programmed.

Read MasterSmartCard

Write UserCard
Read UserCard

Delete UserCard

Figure 9-10-4-1

Figure 9-10-4-2

Read MasterSmartCard

Write UserCard
Read UserCard
Delete UserCard

Once the CPU MasterSmartCard information has been read then the UserCard menu options are available for
use (figure 9-10-4-2). To write to a user card place a MIFARE card on the reader/writer and click the “Write
UserCard” option from the Operate menu. This will bring up the Write UserCard screen where the additional
information is entered prior to writing the data to the user cards.

.

Z¥ Write UserCard

CardMumber Display

@) Wiggand

_ DEC

) HEX

Card Mumber

Facilty Cade

(ffzet

|lzer Mame

Fule

@ +1

) b anual b odify

Start ] I Cancel

Figure
9-10-4-3
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Card Number Display

Wiegand: Display the card number in Wiegand data format
Decimal: Display the card number in Decimal format

HEX: Display the card number in HEX data format

Rules

+1 Increment each card number automatically by adding 1
l Increment each card number automatically by subtracting 1
Manual Modify: Do not increment automatically, allow manual input
Card Number

Facility Card:

Offset: Any offset that is required to be added to this card
User Name:
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9.11  BioScrypt Finger Print

XXXXXX
V-Flex/V-Pass/V-Prox FingerPrint reader
V-Flex/V-Pass/V-Prox CABLE
COLOUR RJ45 male connector RJ45 Connector PIN Out
Power GND (Black) PIN1 & PIN2 !1
Power +VDC (Red) PIN7 & PIN8 ——
Weigand Out Data0 (Green) PINS
Weigand Out Data1 (White) PING
Wei ND (Black/Whi
eigand GND (Black/White) PINT & PIN2
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9.12  T2EH Card Copier
9.12.1 Overview

The T2EH is a one to one card copier for 125

BAAS
( se b EBABERRARAL
-ll.llll.lll.llll.l.l

KHz cards only (figure 9-12-1-1) It will not copy EM/HID COPIER

Model: T2EH

Mifare or HID iClass cards. The T2EH is not a
card programmer, it is a card copier. It can copy
the data from EM and HID Prox cards and write it
into a Termic blank T5567 card. Note that the
copier cannot copy the data from a EM card to
another EM card as EM cards are read only. The
Termic T5567 card must be used.

9.12.2 Specifications

Power: 7-14 VDC £ 10%, 500mA

Dimensions: 180mm (H) x 135mm (W) x 60mm (D)

Weight: 300 grams

Operating Frequency:  125KHZ:

Operating Modes: EM to Termic blank T5567 card & HID to Termic blank T5567 card.

Read Range: 2to5¢cm

LED indicators: Green for HID mode, Red for EM mode, Red & Green together = Writing Data.

9.12.3 Layout (figures 9-12-3-1 & 9-12-3-2)

LCD Displa;d
—\ Write

BALAAAAN
REIDArea [Sssssssssusss s bbb BBBRBARE -

EM/HID COPIER
Model: T2ZEH

sECURITY SYSTEM
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RS-232 Connector Power Supply
K / Figure
W g 9-12-3-2
2 OC gy

The 2TEH is powered by a DC9V supply and connects to a computer via an RS-232 serial cable (figure 9-12-3-
2).

9.12.4 Operation

To copy an EM Card

Please keep the power supply on during the procedure. Press the EM button. A message will appear on the
LCD display “Rea  Figure 9-12-3-1 The device is waiting to read an original EM proximity card. The EM led
will be lit. Place an original EM proximity card on the RFID area. A message will appear on the LCD display
‘Reader EM, EM:<0800F8F202>" and a beep will sound. The device has read the card and is displaying the
number in HEX. Press the COPY button. A message will appear on the LCD display “Copy card <EM>,
Writing.....". The device is waiting to write this above card number (0800F8F202) into a blank proximity card.
The EM and HID LEDs (Red, Green) will be lit. Place a blank T5567 proximity card on the RFID area. A “Bi...”
will sound and the LCD display will return back to the message “Reader EM, Reading.....”. The device has
already written the card number 0800F8F202(HEX) into the blank T5567 proximity card.

To copy a HID Card

Please keep the power supply on during the procedure. The device supports most HID formats up to Wiegand
37 Bits. Press the HID button. A message will appear on the LCD display “Reader HID, Reading.....". The
device is waiting to read an original HID proximity card. The HID led will be lit. Place an original HID proximity
card on the RFID area. A message will appear on the LCD display ‘Reader HID, HID<W26>,
HID:<01003B74F5>" and a beep will sound. The device has read the card and is displaying the number in HEX
and the Wiegand format. Press the COPY button. A message will appear on the LCD display “Copy card <HID>,
Writing.....". The device is waiting to write this above card number (01003B74F5) into a blank proximity card
(Model:T5567). The EM and HID LEDs (Red, Green) will be lit. Place a blank T5567 proximity card on the RFID
area. A beep will sound and the LCD display will revert back to the message “Reader HID, Reading.....". The
device has already written the card number 01003B74F5 (HEX) into the blank T5567 proximity card.
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Chapter 10 — Firmware Upgrades

10.1  Overview

The SECUSYS C Series of access controllers use either an 8 bit processor or a 32 bit processor which is
soldered onto the PCB. From time to time to be able to receive new program features the firmware will need to
be upgraded. This is done by flashing or upgrading the firmware program within the processor. This is not a
procedure that the user can undertake and must be carried out by SECUSYS staff or authorized and trained
engineers. Note that to be able to use any new features both the firmware and software must be upgraded. This
chapter covers the firmware upgrade procedure for both the SECUSYS C Series V3.5 and V4 controllers. For
the software updating procedure please refer to the SECUSYS Software manual.

10.2  Current Version

Check the existing version number by connecting to a controller with the SECUSYS software and searching for
controllers. The version number will start with a 3 for V3.5 PCB’s (figure 10-2-1) or a 4 for V4 PCB’s (figure 10-
2-2)

[1'] Search and Upload Controller = PG
Search Options Please select controllars Tatal: 5 PCS Do not show ewisting devices
@ COM Port D todel Firrmware: Total Groups  Total Number of Cards COMAP Inste
COM4 = | 1 5CO12 V38,07 4 S
2 SCozz2 Y3807 4 SecL
TCRAP | Auta Refrel Refresh 3 SCD44 W3R.07 4 Secu
— - 4 SCO48 Y3806 4 SecL
0.0.0.0 [Ent.] 5  5CDse V3806 4 Seow
Figure 10-2-1
[1'] Search and Upload Controller l [ S
Search Options Please select controllers Tatal: 4  PCS Do not show ewisting devices
COM Port D todel Firrmware: Total Groups  Total Number of Cards COMAP Inztz
|CDM4 'l 21 SCO12T V40,07 192168100 |Sect
22 SCD22T W40.07 192168100 |Sect
@ TCRAP | futn Refre| Refresh 23 SCDa4T Wa0.07 192.168.100....  |5ece
— - 24 SCD4aT W40,07 192168.100.... |5
0.0.0.0 [BN.] =
Figure 10-2-2

10.3  Types of Upgrades

There are 2 types of firmware upgrades available, one with serial number and one without. The upgrade with
serial number requires the controller serial number to be supplied to SECUSYS. An upgrade file will then be
supplied for that controller(s) only. This is used where a customer requires specific features and has paid to
have those features developed. Standard released features that are available for general distribution uses the
“Without Serial Number File”. This file will upgrade any SECUSYS controller.
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10.4  Upgrade Files

The upgrade file package will normally be available via a .rar or a .zip file. Upon unzipping the .rar or .zip file 2

directories will be created (figure 10-4-1)..

, SCD12-88 Upgrade Application for V3.5
| SCD12-88T Upgrade Application for V4
L1l SCO Fimware Application.rar

14/07/2011 9:16 a....
14,/07/2011 9:16 a....
14,/07/2011 9:15 a....

File folder
File folder

WinZip File

6,715 KB Figure 10-4-1

The 1st directory contains the V3.5 application and a firmware folder that contains the actual firmware upgrade
files for the V3.5 PCB’s. Note the V3.5 on the end of the Update Application exe file (figure 10-4-2).

. Document

J Firmware
= Accessflash.jpg
|% EDSOCKSERVER.DLL
%] upconfig.dll
% UPDATEAPP.DLL
5“ Updatefpp_V3.5.exe

14/07/2011 9:13 a....
14/07/2011 913 a....

14/07/2011 10:35 a...
1470772011 10:22 a...
14/07/2011 10:22 a...
1440772011 10:22 a...
14/07/2011 10:22 a...

File folder
File folder

JPEG image

Application extens..,
Application extens...

Application extens..,

Application

141 KB
132 KB
1KE
136 KB
2,680 KB

Figure 10-4-2

The 2nd directory contains the V4 application and a firmware folder that contains the actual firmware upgrade
files for the V4 PCB’s. Note the V4 on the end of the Update Application exe file (figure 10-4-3).

, Document

. Firmware
l=| AccessAbout.pg
= Accessflash,jpg
EDSOCKSERVER.DLL
upconfig.dll
PDATEAPP.DLL

B
B

[ U
& Updatelpp_V4.0.exe

14/07/2011 912 a....
14/07/2011 912 a....
14/07/2011 9:18 a....
14/07/2011 10:23 a...
14/07/201110:21 a...
14/07/201110:21 a...
14/07/201110:21 a...
14/07/201110:21 a...

File folder
File folder
JPEG image
JPEG image

Application extens...
Application extens...

Application extens...

Application

25 KB
141 KB
132 KB

1KB
136 KB
2,655 KB

Figure 10-4-3

Expanding the respective firmware folder will list the actual firmware application files (figure 10-4-4 & figure 10-

4-5)

|| 5CD12_V3807.v35
|| SCD22_V3807.W35
|| SCD44_V3807.v35
|| SCD48_V3807.V35
|| SCD88_V3807.v35

Figure 10-4-4

|| SCD12T_V4009.V40
|| SCD22T_v4009.V40

| SCD44T_V4009.40

Figure 10-4-5

|| SCD4ET_V4009.V40
|| SCDEET_V4009.V40
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10.5 V3.5 PCB Upgrade Procedure

Connect to the panel via a fixed serial port or a USB to RS-232 adapter. The location of the RS-232 connector
on the controller is located in the bottom left corner of the V3.5 door controller PCB'’s and it is the only 3 PIN
white socket on the PCB. (figures 10-5-1 & 10-5-2) For the exact location refer to the detailed layout diagrams in
Chapter 5 of this manual.

B Grms | RFVRRERY

Figure 10-5-1
RS—483 [OL
TERMNATOR
RCADER
meuTS
DODR 2 _'D RESET SWITCH, USED IN CONJUNCTION
ENTRY WITH §W B DN DIP 5W 1
VIEEAND = VIRK MODE AMPER
caRD T (cave o For vas pews
READER
NUTS
poo® &
Exir
VIEGAND
CARD -
e Figure 10-5-2
PUTS
DoDR 3
ENTRY
WIEGAND
caRD
READER
euTS
DoDR 3
EXIT

WIEGAND WIEGAND
CARD CARD
REATER READER
euTS INPUTS
DO 4 IR 4
ENTRY ExXIT

Run the V3.5 update file for the V3.5 economy range PCB’s. If a Windows Firewall message appears then allow
access on private networks (figure 10-5-3). This message is from a PC running Windows 7.
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ﬂ Windows Security Alert

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Firmware Upgrade Application on all public and
private networks.,

% Mame: rmware Upgrade Application
Publisher: SECUSYS Group Limited
Path: D:\lsecusysupgrade firmware\scd 12-88 upgrade
application for w3.5\updateapp_v3.5.exe

Allow Firmware Upgrade Application to communicate on these networks:
Private networks, such as my home or work network

[ Public netwarks, such as these in airperts and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

Allow access ] [ Cancel

SECUSYS 2000 C Series Access Controllers
Hardware Manual Version 3.0.1 — 19t July 2011

Figure 10-5-3

The main update window will open (figure 10-5-4). Select the Com Port that the computer is using to connect to
the controller. If this is unknown go to Windows Device Manager and see what Com Port Windows has
allocated (figure 10-5-5). Ensure that this port is free and ensure that the SECUSYS 2000 software is shut down.

Connecting via a Virtual Port or via TCP/IP is not recommended.

-
“ SCD12 - 88 Upgrade Application for Secusys V3.5 PCB's

Systemn  Operate  Help

Search Optians ;

P
= W
@ COM Port Firrrwware Search Auto Upgrads Upgrade Check

Exxit

Part COME e Addiess Model Firrvare SN COM/AP
Baud Rate 9600 -

© TCPAP

0.0.0.0 @]

Figure 10-5-4

|

COMSE opened
Mote:

Stop zearching once a controller iz
found

1. Thig program will update SECUSYS C Series V3.5 PCE's with fimware between W38.00 and V39,99 only.
2. Firmware filez must be matched with the controller model, athenwize damage to the contraller current firmware will result
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» 22 Keyboards

. }3 Mice and other pointing devices
8 & Modems

> - Monitors
: e=Tletwork adapters

; ?? Ports (COM & LPT) Figure 10-5-5

. P Security Devices

. -#| Sound, video and game controllers
p M Systemn devices

p - i Universal Serial Bus controllers

Click on the Search icon and the search bar will appear on the screen (figure 10-5-6). If it does not check any
error messages that appear in the Notes section at the bottom of the screen. If the Com Port is the correct port
then a COM X Opened message will appear. If no controller appears after 30 seconds then check that the RX
LED on the controller board is flashing. If it is not check your PC port and the cable connections. Also check that
the correct Com Port is being used. Open Device Manager and check to see that the port selected is actually
the same Com Port that Windows has allocated.

4 SCD12 - 83 Upgrade Application for Secusys V3.5 PCB's =3 = |

System Operate Help

Search Options & £ o @

(@ COM Port Firrrware Search Auto Upgrade Upgrade Check. Exit

Part COMS hd Address Model Firmware SM COMAR

Baud Rate 9800 -

) TERAP

0.0.0.0
Is Searching ... Figure 10_5_6
1| —— |[_cancal
COM8E opened
Mote:

1. This program will update SECUSYS C Series ¥3.5 PCB's with frmware between V38,00 and %/39.99 anly.

Stop searching once a contraller i
3 J 2 Firmweare files must be matched with the contraller model, othenvize damage to the contoller current firmware will result.

found

Auto Search
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Once the controller has been found then it will be listed (figure 10-5-7). Check the model number and the

current firmware version.

System Operate Help
Search Options

@ COM Part Fimwars

_

Part COMS hd Address Model
Baud Rate 9800 - %UD‘I stz

© TCPAR

0.0.0.0

i ] o]
Search Upgrade Check. Exit
SM COMAP

1100033206 COME

Figure 10-5-7

COM8E opened

Mote:

Stop searching once a controller is

found |Search Finizhed.

1. This program will update SECUSYS C Series ¥3.5 PCB's with frmware between V38,00 and %/39.99 anly.
2 Firmweare files must be matched with the contraller model, othenwize damage to the contoller current firmware will result.

Highlight the controller, then click on the Firmware icon, navigate to the required firmware folder and select the
required file. Note in the example below the firmware file is actually the same version as what is already in the
controller but normally this will not be the case (figure 10-5-8)

' - ™
% Open Lé]
Lookin: || v38.07 [ W e g
= Mame Date
el | |s5cD12_v3s07.v3s 13/07/
RecentPlaces | ™ 5epps yago7.v3s 13/07/;
! | |5CD44_v3a07.v35 13/07/
| |5CD48_v3a07.v35 13/07/
Desktop | |5CDea_v3a07.v3s 13/07/:
Liﬁrari es
Ay
Computer
=
L €| i +
Metwoark
File name: - COpen
Files of type: Upgrade File("./35) - | Cancel |
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Click on the Upgrade icon and the upgrade process will start with the log recording “Writing Application”

(figure10-5-9)

r T
% 5CD12 - 88 Upgrade Application for Secusys V3.5 PCB's - Di\SecuSys\Upgrade Firmware 14th July 2011\SCD12-88 Upgrade Application fo.. = I

™

Systern  Operate  Help
Search Optiohs

@ COM Port

Baud Rate
©) TCPAR

0.0.0.0

Stop searching once a controller is
found

) pe) L) W ] (o]
Firrnwiare Search Auto Upgrade Upgrade Check Exit
Address Maodel Firrnware SN COM/AP
%DD‘I 5C012 W3g.07 1100033206 COMB

Upgrade Progress...

Figure 10-5-9
|| |

COMS opened

Note:

1. Thiz program will update SECUSY'S C Series ¥3.5 PCE's with firmware between 38,00 and %33.99 anly.

2. Firmware files must be matched with the cantraller model, atherwise damage to the controller current firmware will result
SEarch Finizhed

“writing application...

Upgrade firmware

During the actual firmware upgrade process the PC may slow down or appear to be frozen or the “Not
Responding” message may appear (figure 10-5-10) Under NO CIRCUMSTANCES interrupt the firmware
upgrading process while data is being written to the controller. If this process is interrupted then the controller
will need to be returned to SECUSY'S for repair, a time consuming and expensive process.

4y SCD12 - 88 Upgrade Application for Secusys V3.5 PCB's - D:\ISecuSys\Upgrade Firmware 14th July 2011\5CD12-88 Upgrade Application fo... = g

System Operate  Help
Search Optionz

@ COM Part
Fart

COME -

©) TCR/AP
0.0.0.0

'SIS'E searching once a controller is

4 i = [}
Firmware Search Auto Upgrade Upgrade Check Exit
Addiess odel Firmware SN COMAP
%001 SCh12 w3807 1100033206 COMS

Figure 10-5-10

Upgrade Progress... (Mot Responding)

COME opened

Mote:

1. Thiz program will update SECUSYS C Series V3.5 PCB'z with firmware between 3800 and 439.99 only

2. Firmware files must be matched with the contioller model, othenwize damage to the controller curent fimwsare will result.
Search Finished.

Search Finished.

The firrnweare file you selected does not exist, please re-open the firmware file.

The firmweare file pou selected does not exist, please re-open the firmware file.

‘wiiting application...

Upgrade firmware
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If successful the “Write Application Successful” message will appear (figure 10-5-11)

' — — A
‘n SCD12 - 88 Upgrade Application for Secusys V3.5 PCB's - D:\SecuSys\Upgrade Firmware 14th July 2011\SCD12-88 Upgrade Application fD...EIEIﬂ

System Operate Help
Search Options

& > W a
(@ COM Port Firrrware Search Auto Upgrade Upgrade Check. Exit

Part COMS hd Address Model Firmware SM COMAR
Baud Rate 9500 - % oo SCh12 W38.07 1100033206 COMS

© TCPAR

0.0.0.0 (B[]

Figure 10-5-11

COM8E opened

Mote:
1. This program will update SECUSYS C Series ¥3.5 PCB's with frmware between V38,00 and %/39.99 anly.
2 F|rmwa_n=T files must be matched with the controller model, othenwise damage to the contraller curent firmware: will result.

Search Finisives:
7Titing application...
‘write application successfull

Stop searching once a controller is
found

Once the successful message appears then click on the “Check” icon and the firmware in the controller will be
checked (figure 10-5-12). By selecting the “Auto Upgrade” icon instead of the “Upgrade” icon, the application
will automatically undertake the “Check” function.

p
% 5CD12 - 88 Upgrade Application for Secusys V3.5 PCE's - DA!SecuSys\Upgrade Firmware 14th July 201115CD12-88 Upgrade Application fo... = = =

System Operate  Help

Search Options & /_) .e“ & a
(@) COM Part Firmware Search Auto Upgrade Upgrade Check E =it

Part COME - Address Maodel Firmware SM COMAP
Baud Rate 3800 - o0 SCOi2 W38.07 1100033206 COMA

) TCRAP

o.0.0.0 [

Upgrade Progress...

Figure 10-5-12

COME opened

MNike:

1. This program will update SECUSY'S C Series 3.5 PCE's with firmware between 438,00 and ¥39.39 only.

2. Firmware files must be matched with the controller model, othenwise damage to the controller current firmesare will iesult.
Search Finished.

‘wiriting application...

& applcanoressgesshul
Checking firmware...

Stop searching ance a contraller is
found

Check firmware
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If the firmware check is ok then a corresponding upgrade successful message will appear (figure 10-5-13)

- — = ™
4 SCD12 - 88 Upgrade Application for Secusys V3.5 PCB's - D\lSecuSys\Upgrade Firmware 14th July 2011\SCD12-88 Upgrade Application o] ]
System Operate  Help
Search Options & /_) .eb & a
(@) COM Part Firmware Search Auto Upgrade Upgrade Check E =it

Part COME - Address Maodel Firmware SM COMAP
Baud Rate 3800 - o0 SCOi2 W38.07 1100033206 COMA

) TCRAP

0.0.0.0

COME opened

MNike:

1. This program will update SECUSY'S C Series 3.5 PCE's with firmware between 438,00 and ¥39.39 only.

2. Firmware files must be matched with the controller model, othenwise damage to the controller current firmesare will iesult.
Search Finished.

‘wiriting application...

wirite application -
brerfing firnware. ..
Check the firmware corectly, the upgrade succeeded.

Stop searching ance a contraller is
found

This completes the upgrade procedure.
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10.6 V4 PCB Upgrade Procedure

The procedure for the updating of the V4 PCB’s is very similar to the procedure for updating the V3.5 PCB’s.
Connect to the panel via a fixed serial port or a USB to RS-232 adapter. The location of the RS-232 connector
on the controller is located in the bottom left corner of the V4 door controller PCB’s and it is the only 3 PIN white
socket on the PCB. (figures 10-6-1 & 10-6-2) For the exact location refer to the detailed layout diagrams in
Chapter 5 of this manual.

B Grms | RFVRRERY

Figure 10-6-1
RS—465 COL
TERMINATOR
READER g = E
:J’l?l“!u? K RESET SWITCH, USED IN COMJUNCTION
ENTRY i WITH W 8 ON DIP SV 1
WIEGAND Dj WORK MODE AMPER
CARD LEAVE DFF FOR vis PChS
READCR A
INFUTS - 4
DooR B
Extr
WIEGAND
CARD -
ecance Figure 10-6-2
INPUTS
DOOR 3
ENTRY
WIEGAND
CARD
READER
INPUTS
DoDR 3
Extr

CARD CARD
REATER READER
euTS INPUTS
DO 4 IR 4
ENTRY ExXIT

Run the V4 update file for the V4 advanced range PCB'’s. If a Windows Firewall message appears then allow
access on private networks (figure 10-6-3). This message is from a PC running Windows 7.
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ﬂ Windows Security Alert

private networks.,
% Mame:
Publisher:

Path:

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Firmware Upgrade Application on all public and

Allow Firmware Upgrade Application to communicate on these networks:
Private networks, such as my home or work network

[ Public netwarks, such as these in airperts and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

rmware Upgrade Application
SECUSYS Group Limited

D:\lsecusysupgrade firmware\scd 12-88 upgrade
application for w3.5\updateapp_v3.5.exe

Allow access ] [ Cancel

Figure 10-6-3

SECUSYS 2000 C Series Access Controllers
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The main update window will open (figure 10-6-4). Select the Com Port that the computer is using to connect to
the controller. If this is unknown go to Windows Device Manager and see what Com Port Windows has
allocated (figure 10-6-5). Ensure that this port is free and ensure that the SECUSYS 2000 software is shut down.
Connecting via a Virtual Port or via TCP/IP is not recommended.

pu
4% SCD12 - 88T Upgrade Application for Secusys V4 PCB's

[ ) |

System Operate Help
Search Optionz

Eaud Rate

Delay Time{M5) 100 =]

Stop searching once a controller is
faund

Upgrade Options

|
lEaudHate 115200 -
| Transfer Size 248 5]
i
|
L

i [©]
Firmware Seaich Auto Upgrade E =it
Address Model Firmveare SN COM/AP
COME opened
Motice:

1. Thiz program will update SECUSYS C Series W4 PCE's with firmware betwesn W40.00 and 44,93 only

2. Firmware files must be matched with the controller model, otherwise damage to the controller curent firmware will result.
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» 22 Keyboards

> }3 Mice and other pointing devices

» = Modems
..M Monitors

a=Tletwork adapters
4 {'Z" Ports (COM &LLPT)

Figure 10-6-5

. P Security Devices
»-dy Sound, video and game controllers

- M Systern devices

- i Universal Senal Bus controllers
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Click on the Search icon and the search bar will appear on the screen (figure 10-6-6). If it does not check any
error messages that appear in the Notes section at the bottom of the screen. If the Com Port is the correct port
then a COM X Opened message will appear. If no controller appears after 30 seconds then check that the RX
LED on the controller board is flashing. If it is not check your PC port and the cable connections. Also check that
the correct Com Port is being used. Open Device Manager and check to see that the port selected is actually
the same Com Port that Windows has allocated.

Systern  Operate  Help
Search Optians

Part COME hd
Baud R ate 9600 hd
Delay Time(MS] 100 %

Stop zearching once a controller i
faund

Upgrade Options

Baud R ate 115200

Tranzfer Size 248 5

P
% SCD12 - 88T Upgrade Application for Secusys V4 PCB's (=]
£ V] @
Firmware Search Auta Upgrade Exit
Address Model Firrwesare SN COMAP
Is Searching ...
— || Cancel

COMSE opened

Motice:

1. Thiz program will update SECUSYS C Series V4 PCE's with firmware between V40,00 and 44,99 anly.

2. Firmware filez must be matched with the controller model, athenwize damage to the controller current firmware will result

Auto Search
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Once the controller has been found then it will be listed (figure 10-6-7). Check the model number and the

current firmware version.

-
*‘“ SCD12 - 88T Upgrade Application for Secusys V4 PCB's - Di\!SecuSys\Upgrade Firmware 14th July 201145CD12-83T Upgrade Application f... l = | |

System Operate  Help
Search Options ) b @
Fa

Pt COMS - Flrn;l:vale Search Auto Upgrade Exit

Address Maodel Firmware SN COMAP
Eaud Rate 3600 -
W0t SCO12T W40.07 1100034765  COM3
Drelay Timefk5] 100 %

Stop searching once a contraller is
P q

faund
Upgrade Options R
Boud Rate Figure 10-6-7
Transfer Size 248 %

COM8E operned

Motice:
1. This program will update SECUSYS C Series W4 PCB's with fimware between 40,00 and /44.93 only.
2. Firmware files must be matched with the controller model, otherwise damage to the controller current firmweare will iesult.

Search Finished.

Highlight the controller, then click on the Firmware icon, navigate to the required firmware folder and select the
required file. Note in the example below the firmware file is V40.09 and the one in the controller is V40.07. This
is normal, the firmware in the file should be newer than in the controller. (figure 10-6-8)

% Open &J
Lockin: || v40.09 ~ @ Er
i Mame = Date
el | | 5CD12T_V4009.v40 13/07/:
Recent Places | ™ 5enao va009.va0 13/07/.
! || SCD44T_V4009.v40 13/07/;
|| SCDMAT_V4009.V40 13/07/:
Desktop | | SCDEAT_V4009.v40 13/074
Figure 10-6-8
-_|:|_=IJ
Libraries
A
Computer
19
h 4| in I
Metwork
Files of type: Upgrade File(* V40) '] ’ Cancel ]

Click on the Auto Upgrade icon and the upgrade process will start with the log recording “Writing Application”
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(figure10-6-9) During the actual firmware upgrade process the PC may slow down or appear to be frozen or the
‘Not Responding” message may appear (figure 10-6-9) Under NO CIRCUMSTANCES interrupt the firmware
upgrading process while data is being written to the controller. If this process is interrupted then the controller
will need to be returned to SECUSY'S for repair, a time consuming and expensive process.

& sSCD12 - 88T Upgrade Application for Secusys V4 PCB's - D:AlSecuSys\Upgrade Firmware 14th July 2011\SCD12-88T Upgrade Application f.. | = g

System  Operate  Help

Search Options . ™y
] > £ [©]
Part COME - Firmware Search Auto Upgrade Exit

Address Model Firmwaare SM COMAP
Baud Rate 5600 hd
%UZT 1100034765 COME

Scoi2T Wa40.07
Delay Time(MS] 100 =

. Stop searching once a controller is
found

Upgrade Options

Baud Rate

Trarfer Size 248 =5 Uiz ngreé(Nol RESpundi@
e ——— R
’ Figure 10-6-9
L&
COMB opened
Motice:

1 Th\s pmgrarn will update SECUSY'S C Series 4 PCB's with firmware between 40,00 and 4493 only.
2 Firn == must be matched with the contraller model, othenwize damage to the controller current Firmware will result,

ertlng apphcatlon

lAutu upgrade firmware

If successful the Version number will have changed and the “Write Application Successful” message will appear
(figure 10-6-10) The V4 Upgrading Application checks automatically so there is no “Check” icon. This completes
the upgrade procedure.

% 5CD12 - 88T Upgrade Application for Secusys V4 PCB's - D:\!SecuSys\Upgrade Firmware 14th July 2011\SCD12-88T Upgrade Application f.. /= ) S|

System Operate Help
Search Options

Pait COmME - Firrnware:
Add todel i g SH COMAP
Baud Fate 9600 - ress odel LLEY
%DN SCO12T 40,09 1100034765 COMSB

Drelay Time{k5] 100 %

@
Exit

-~
Search

Auto Upgrade

E] Stop tearching once a controller iz
found

Uparade Options

Baud Fate

=
5]

Figure 10-6-10

Transfer Size 248

COME opened

Notice:

1. This program will update SECUSY'S C Series V4 PCB's with firmware between 440,00 and Y44.93 only.

2 F\rmware h\es muszt be matched with the controller model, othenwise damage to the controller current firmware will result,

Search Bl
Titing apphcat\on
Wiite application successtull
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Chapter 11 — Installation

11.1  Safety

Review the following safety precautions to avoid injury and prevent damage to this product or any products
connected to it.

- The controller should be installed at maximum distance of 1.5 meters from the AC Power outlet.

- Power disconnection is done by unplugging the system from the mains of the AC Power outlet.

- Service procedures, including assembly of the AC Power plug, must be done by qualified personnel. A
safety approved connector has to be used, according to the local standards.

- The controller must be powered OFF before opening its metal case.

Injury Precautions

Use Correct Power Cord  To avoid fire hazard, use only the power cord specified for this product.

To avoid electric shock or fire hazard, do not apply a voltage to a controller

Avoid Electric Overload that is outside the range specified for that controller.

This product is grounded through the grounding conductor of the power cord.
To avoid electric shock, the grounding conductor must be connected to earth

Ground the Product ground. Before making connections to the inputs or outputs of the controller,
ensure that the controller is properly grounded.
ggvl\é?t Operate Without To avoid electric shock or fire hazard, place the controller inside a metal box.

To avoid fire hazard, use only the fuse type and rating specified for this

Use Proper Fuse product.

Do Not Operate In . , , , .
Wet/Damp Conditions To avoid electric shock, do not operate this product in wet or damp conditions.
Do Not Operate In An To avoid injury or fire hazard, do not operate this product in an explosive
Explosive Atmosphere atmosphere.

Product Damage Precautions

Do not operate this product from a power source that applies more than the

Use Proper Power Source o
voltage specified.

Use Proper Mains Fuse Use only a 20 x 5mm 0.5A fast acting fuse located at the mains connector.
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11.2  Electronic EMF Protection

Never install the controller inside a high voltage electrical power box and never place it in close to large
transformers or high voltage/current source devices. Since the controller may require maintenance, it is
important to consider the accessibility of the unit.

The controller board must be separately grounded. Therefore, one must verify in advance whether the
installation site provides adequate grounding facilities.

The cover or case that contains the controller must be tightly screwed down or locked in place.

It is essential to plug the controllers power supply (90-230V) into a “clean” line (i.e., a line which is not being
used for other pieces of heavy equipment) or into an independent line, which has been specifically allocated to
the terminal, with a good earth ground.

Never use the system cables guide to pass wires from another system, like loud bells, electric door openers etc.

Four categories of cables go to, or from, the controller, the 220 volt cable, the cables connecting readers, alarm
entries and exit-buttons, the communication cable and the cable connecting the electrical door opener (locks)
or an exterior release device. These categories must be installed as far as possible one from each other.

11.3  Installation Procedure

Install the controller metal housing on the wall and pay make sure that there is easy access to the unit, effective
Ventilation to the unit and a clear Electromagnetic Environment

Select the communication method from RS-232, RS-485 or TCP-IP. Each communication interface uses
different methods, refer to chapter 3, Communication

Set the controller ID (controller address) through switches 1-7. Note that this must be a unique address.

Power the card readers according to its consumption, see its technical manual. If using power from the
SECUSYS controllers, make sure that the total power consumption is 1000mA at maximum.

When using a DC voltage to an electric door lock, install a diode ON THE LOCK ITSELF. Fail-Safe and Fail-
Secure will use different connections, refer chapter 4 for more information

Connect the different door sensors between the corresponding inputs and the GND. The door sensors operating
mode (NO or NC) is defined by the software.

Connect an effective ground to the dedicated lag located at the protective ground pin (screw) in the controller
metal housing. Use a proper tool to fix the ground wire into the lag or solder it.

Connect the mains AC power (100-230v). Use a 4mm wide strip to attach the mains cable to the proper fixation
inside the controller housing.

Program the system

Page 109 of 111



SECURITY SYSTEMS

Chapter 12 — Trouble Shooting

SECUSYS 2000 C Series Access Controllers
Hardware Manual Version 3.0.1 — 19t July 2011

Symptom Possible Cause Remedy
Yellow power Check the input voltage at the terminals on
LED de%d No power or low power the bottom of the PCB. It should be between

12V and 14VDC.

LED on reader
dead

No power or low power

Check voltage at reader, it should be
approximately 12v DC between red and black.
Check that the total current draw from the
controller is within limits.

Reader range is
too short.

There is a magnetic field near
the reader

Remove the item which produces the
magnetic field.

The reader cable is not
shielded.

Use the shielded cable.
Confirm there is at least 100mm between the
reader cable and any high voltage cables.

The reader has been mounted
on a metallic surface.

Remount the reader on a non metallic surface

Cannot open the
door when
flashing the
cards. (Check
review event on
PC first)

The card is invalid for the
door.

Use software to enable the card for the door

Time zone of the card is
invalid.

Use software to set the user time zone to valid

Communication problem
between reader and the
controller.

Check to see if the problem is caused by
electromagnetic interference If so increase
the distance between the reader cable and the
interference or use shielded cable

Lock problem

Check if the lock is working correctly

With power on,
the reader goes
‘BEEP” but the
controller cannot
process the
information.

Wrong connection between
controller and readers.

Check the connection is correct.

Wiegand format is not correct.

Please check your reader and card formats.
As a test place all bits as 1 in the Wiegand
Format Setup screen in the software for that
particular bit format.

Losing data from the
controller.

Download the data again from the PC.

The controller
cannot
communicate

Converter power is off.

Supply power.

The baud rate setting is
incorrect.

Set the baud rate the same as the software

o thf The RS-485 wires are Use the correct connections

converter. reversed

Converter — Correct the Com Port setting. Note use
cannot The COM port seting is Windows Device Manager to find the correct

communicate

incorrect.

comm. port.
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with PC.

The RS-232 connections are
reversed

Use the correct connections.

The power supply of the
converter is not sufficient.

The 9v PSU must be able to supply at least
300mA. If you use a USB cable as a PSU,
please use a 2nd USB socket for the PSU or
use a 12V 300mA PSU.

Some of the
controllers on
the RS-485 LAN
cannot
communicate.

Duplicate addresses

Make sure controllers have unique addresses

The data in the RAM of the
controller is corrupted.

Download the configuration again by using the
software.

RS485+ and RS485- reversed

Use the correct connections

The lock cannot

No power or low power for the
lock.

Check the power supply for lock.
Check that the output relay operates

be locked.

The card The reader output is set to 26

number is when 34 is required or the Reset reader output
different to what | other way around

is expected

Communication

On a busy network the

Increase the “Network Delay Time” to 200ms,

with the A Lo
communication to the see the software manual, communications
controllers ) )
. : controllers may time out Section 7.8
intermittent
The software uses Port 8000
No to communicate with the

communication
with controllers

controllers. Make sure that no
other software is using port
8000.

Change the SECUSYS software to use
another port

No
communication
with RS-232 or
RS-485
controllers

The Desktop reader software
could be using the same port
as the controller
communication

Check and change the Desktop reader port,
see the software manual, communications
Section 7.8
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